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DATA WAREHOUSE COMPUTING SYSTEM 

REFERENCE TO EARLIER FILED APPLICATION 

The present application claims the benefit of the filing date under 35 U.S. C. § 
5 1 19(e) of Provisional U.S. Patent Application No. 60/163,477, filed November 3, 
1999, which is incorporated by reference herein; U.S. Patent Application No. 
09/677,065, Attorney Docket No. 10022/42, filed on September 29, 2000, which is 
incorporated by reference herein; and U.S. Patent Application No. 09/676,584, 
Attorney Docket No. 10022/43, filed on September 29, 2000, which is incorporated by 
10 reference herein. 

FIELD OF THE INVENTION 

The present invention relates generally to business computing systems, and 
more particularly, to a data warehousing end-to-end architecture. 

15 

BACKGROUND 

Computer-based business solutions have existed for various different types of 
transactions since the mid-to-late 1960s. During this time period, the technology 
focused on the use of batch technology. In batch processing, the business user would 

20 present a file of transactions to the application. The computer system would then run 
through the transactions, processing each one, essentially without user intervention. 
The system would provide reporting at some point in the batch processing. Typically, 
the reports would be batch-printed, which, in turn, would be used by the business user 
to correct the input transactions that were resubmitted along with the next batch of 

25 transactions. 

In the 1970s, businesses began a transition to on-line, interactive transactions. 
At a conceptual level, this processing opened up the file of transactions found in batch 
transactions and allowed the user to submit them one at a time, receiving either 
immediate confirmation of the success of the transaction or else feedback on the nature 
30 of the transaction error. The conceptually simple change of having the user interact 
with the computer on a transaction-at-a-time basis caused huge changes in the nature 
of business computing. More important, users saw huge changes in what they could 
do on a day-to-day basis. Customers were no longer forced to wait for a batch run to 
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process the particular application. In essence, the computer had an impact on the 
entire workflow of the business user. 

Along with the advent of on-line interactive systems, it was equally significant 
that the systems provided a means for the business user to communicate with others in 
5 the business as the day-to-day business went along. This capability was provided on 
the backbone of a wide area network (WAN). The WAN was in itself a demanding 
technology during this time period and, because of these demands, telecommunications 
groups emerged within organizations, charged with the responsibility to maintain, 
evolve and manage the network over a period of time. 
10 After the advent of on-line interactive systems came the advent of database 

warehousing end-to-end technology architecture, referred to herein as a data 
warehouse computing system. FIG. 1 illustrates a high level physical schematic of a 
data warehouse computing system which includes hardware and software that provide 
for and support the processing, storage and access of data as it flows from data sources 
15 to an end user, as illustrated by the use of arrows. Data warehouse computing systems 
allow end-users to access select data from data sources without needing to access the 
data sources themselves. Data sources are the operational, legacy system and external 
databases in which data, needed by end-users, resides. Data usually resides in data 
sources as transaction records. Typically, a data warehouse computing system also 
rf 20 includes a refining process, a data warehouse component, and a data mart, as 

illustrated in FIG. 1. The refining process is a process that extracts, cleans, and 
summarizes the data from data sources so that the data can be loaded into the data 
warehouse component in an organized fashion. The data warehouse component and 
the data mart serve as storage areas to hold data as it is transformed from transaction 
25 records to information accessed by the end-user. Data warehouse computing systems 
make it more convenient for an end-user to access the data stored in data sources and 
to ensure that the data stored in data sources can be updated while maintaining the 
integrity of the data. Keeping a data warehouse computing system available and under 
control, while providing a high level of service to the end user, is complex and 
30 difficult. Unfortunately, not all organizations are aware of this complexity, as they 
should be. Organizations need to implement an operations architecture and a 
development architecture in a data warehouse computing system in order, not only to 
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keep an organization's internal data warehouse computing system up and running, but 
also to maintain a data warehouse computing system that extends to business partners 
and customers and to support the tasks involved in the analysis, design, and 
construction of a data warehouse computing system, as well as the associated 
management processes. 



SUMMARY 

The present invention discloses an execution architecture for a data warehouse 
computing system including a server connected to a client. The preferred execution 
architecture includes a data warehouse architecture, metadata management, a 
population architecture and an end-user access architecture. In one embodiment an 
operations architecture, as well as a method of providing an operations architecture, for 
a data warehouse computing system that includes a server connected with multiple 
clients, is disclosed. The clients may be remote clients or clients that are connected 
with the network of the data warehouse computing system through a LAN connection 
or some other equivalent network connection. Preferentially, the clients access all of 
the tools and resources of the data warehouse computing system through web browser 
applications that interact with the server of the data warehouse computing system. 

The preferred operations architecture includes a software distribution tool for 
providing automated delivery to, and installation of, applications on the server or the 
clients. A configuration and asset management tool is also included in the operations 
architecture for managing a plurality of predetermined assets connected with said data 
warehouse computing system. These assets could be servers, clients, printers, and 
various other computing devices that are connected with the data warehouse 
computing system. 

A fault management and recovery management tool is also provided in the 
preferred operations architecture for assisting in the diagnosis and correction of a 
plurality of system faults in said data warehouse computing system. Those skilled in 
the art would recognize that several system faults may occur in the data warehouse 
computing system and that the preferred fault management and recovery tool is able to 
deal with and correct these system faults. 




In addition, the preferred operations architecture also includes a capacity 
planning tool that monitors a plurality of predetermined system usage levels in the data 
warehouse computing system. The system usage levels may be selected from, but are 
not limited to, the group consisting of server processing usage, server bandwidth 
usage, server storage usage and client usage. A performance management tool is also 
included in the operations architecture for monitoring the performance of applications 
running on the data warehouse computing system. A license management tool of the 
operations architecture manages and controls software license information for 
applications running on the data warehouse computing system. 

The preferred operations architecture also includes a remote management tool 
that allows support personnel from the data warehouse computing system to take 
control of a client if required. This allows support personnel to diagnose and repair 
problems with the client if they occur during operation. An event management tool of 
the operations architecture handles a plurality of predetermined events in the data 
warehouse computing system. The predetermined events the event management tool 
are designed to handle include a broad category of events, including, but not limited to 
disk space indications, central processing unit utilization, database error indications, 
network error indications, application error indications and file and print service 
indications. 

A systems monitoring and tuning tool is also provided by the preferred 
operations architecture for monitoring applications and computing devices connected 
with the data warehouse computing system. The preferred monitoring and tuning tools 
are capable of monitoring applications, middleware, databases, networks, clients and 
servers and the tuning tools are capable tuning applications and dealing with network 
capacity issues. The preferred operations architecture also includes a security tool that 
includes a security application that provides security to the resources of the data 
warehouse computing system. A user administration tool is also provided in the 
preferred operations architecture for administering users of the data warehouse 
computing system. Administering users includes such tasks as adding new users, 
deleting users, setting up access rights for users and removing access rights for users, 
to name just a few. 




A production control application set for scheduling and handling a plurality of 
production processes on said data warehouse computing system. In the preferred 
embodiment, the production control application set may be selected from the group 
consisting of a print management tool, a file transfer and control tool, a mass storage 
management tool, a backup and restore tool, an archiving tool and a system startup and 
recovery tool. A help desk tool is also part of the preferred operations architecture and 
includes a help application that provides users of applications on the data warehouse 
computing system with assistance during times of need. 

The present invention also discloses a development architecture, and a method 
of providing a development architecture, for a data warehouse computing system. The 
preferred development architecture includes a server that is connected with a client. 
The server provides a common user interface between the server and the client, which 
is preferentially accomplished, at least in part, with the use of a web browser on the 
client. A personal productivity tool is provided that may be selected from the group 
consisting of a spreadsheet application, a graphic application, a word processor 
application and a personal calendar application for use by said client and said server. 

A quality management tool is also provided for assuring that a predetermined 
agreed upon level of quality is maintained by the data warehouse computing system. 
As such, the quality management tool monitors transactions and the performance of 
applications used on the data warehouse computing system to ensure an adequate level 
of quality is maintained. A set of system building tools are also provided for 
designing, building and testing applications on the data warehouse computing system. 
An environment management tool for monitoring the performance of said data 
warehouse computing system; 

The preferred embodiment of the development architecture also includes a 
program and project management tool for planning, scheduling, tracking and reporting 
on project segments of the data warehouse computing system. A team productivity 
tool is also included in the preferred embodiment that allows users on the development 
architecture to communicate with other users of the development architecture in the 
data warehouse computing system. An information management tool is also provided 
including a development repository, a folder management tool and a repository 
management tool. Further, a process management tool is also provided that allows a 




respective tool to communicate with another respective tool of the development 
architecture in the data warehouse computing system. 

In the preferred embodiment of the present invention, the system building tools 
may be selected from the group consisting of an analysis and design tool, a reverse 
engineering tool, various construction tools and a configuration management tool. The 
analysis and design tool may be selected from the group consisting of a data modeling 
tool, a process modeling tool, an event modeling tool, a database design tool, 
application logic design tool, a presentation and design tool, a communication design 
tool, a performance modeling tool and a component modeling tool. The reverse 
engineering tool may be selected from the group consisting of a system structure 
analysis tool, an extraction tool, a repository population tool and a restructuring tool. 
The construction tools of the system building tools may be selected from the group 
consisting of a publishing and page mark-up tool, a source code editor tool, a 
generation tool, a compiler/linker/interpreter/debugger tool and a construction utility 
tool. The configuration management tool includes a version control tool and a 
migration control tool. 

The environment management tool of the preferred development architecture 
may be selected from the group consisting of a service management tool, a system 
management tool, a managing change tool and a service planning tool. The program 
and project management tool of the preferred development architecture may be 
selected from the group consisting of a planning tool, a scheduling tool, a tracking tool 
and a reporting tool. The team productivity tool may be selected from the group 
consisting of an E-mail tool, a teamware tool, a publishing tool, a group calendar tool 
and a methodology browsing tool. 

The presently disclosed development architecture provides an optimal 
development environment for a data warehouse computing system. As set forth above, 
the development architecture provides a combination of development tools that are 
used as part of the preferred development architecture. These tools allow enterprises 
to maintain operations and develop new applications to be used on the data warehouse 
computing system, thereby allowing the enterprises to constantly make updates and 
integrate change in the data warehouse computing system. 




Further objects and advantages of the present invention will be apparent from 
the following description, reference being made to the accompanying drawings 
wherein preferred embodiments of the present invention are clearly shown. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a physical schematic representation of a data warehouse computing 
system; 

FIG. 2 is a conceptualized schematic representation of a data warehouse 
computing system, in accordance with one embodiment; 

Fig. 2 A is a physical picture of an illustrative data warehouse computing 
system, in accordance with one embodiment; 

FIG. 3 is a schematic representation of data sources for a data warehouse 
computing system, in accordance with one embodiment; 

FIG. 4 is a schematic representation of a data warehouse architecture for a data 
warehouse computing system, in accordance with one embodiment; 

FIG. 5 is a schematic representation of a development architecture for a data 
warehouse computing system, in accordance with one embodiment; 

FIG. 6 is a schematic representation of an end-user access architecture for a 
data warehouse computing system, in accordance with one embodiment; 

FIG. 7 is a schematic representation of metadata management for a data 
warehouse computing system, in accordance with one embodiment; 

FIG. 8 is a schematic representation of an operations architecture for a data 
warehouse computing system, in accordance with one embodiment; 

FIG. 9 is a schematic representation of quality management tools for a 
development architecture, in accordance with one embodiment; 

FIG. 1 0 is a schematic representation of system building tools for a 
development architecture, in accordance with one embodiment; 

FIG. 1 1 is a schematic representation of environment management tools for a 
development architecture, in accordance with one embodiment; 

FIG. 12 is a schematic representation of program and project management tools 
for a development architecture, in accordance with one embodiment; 




FIG. 1 3 is a schematic representation of team productivity tools for a 
development architecture, in accordance with one embodiment; and 

FIG. 14 is a schematic representation of information management tools for a 
development architecture, in accordance with one embodiment. 

DETAILED DESCRIPTION 

The presently preferred embodiments will now be described more fully 
hereinafter with reference to the accompanying drawings, in which the presently 
preferred embodiments are shown. This invention may be embodied in many different 
forms and should not be construed as limited to the embodiments set forth herein; 
rather, these embodiments are provided so that this disclosure will be thorough and 
complete, and will fully convey the scope of the invention to those skilled in the art. 
Like numbers refer to like elements throughout. 

As will be appreciated by one of skill in the art, the present invention may be 
embodied as a method, data processing system or program product. Accordingly, the 
present invention may take the form of an entirely hardware embodiment, an entirely 
software embodiment or an embodiment combining software and hardware aspects. 
Furthermore, the present invention may take the form of a computer program product 
on a computer-readable storage medium having computer-readable program code 
means embodied in the storage medium. Any suitable storage medium may be utilized 
including read-only memory (ROM), RAM, DRAM, SDRAM, hard disks, CD-ROMs, 
DVD-ROMs, any optical storage device, and any magnetic storage device. 

FIG. 2 illustrates the overall execution architecture of a data warehouse 
computing system 20. Data warehouse computing system 20 may be embodied as one 
program, as a method, or as a data processing system. Accordingly, data warehouse 
computing system 20 may take the form of an entirely hardware embodiment, an 
entirely software embodiment or an embodiment combining software and hardware 
aspects. End-users 24 can access data stored within data warehouse computing system 
20 through a client 26. As used herein, client 26 is any device that can process, send 
and receive digital signals known to one of ordinary skill in the art, such as a 




microcomputer, a personal digital assistant (PDA), a cellular phone, a wireless pager, 
an internet appliance, or any other device that utilizes a computer processor. 

The preferred data warehouse computing system 20 includes at least one client 
26 that is connected, via a network connection, to at least one server 16. Server 16 
includes any type device which can serve information upon request, such as, but not 
limited to, a database server 17, a firewall server 19, an application server 23, and a 
web server 25, as illustrated in FIG. 2 A. The development architecture 50 is used to 
design, build and enhance the data warehouse computing system 20, as set forth in 
greater detail below. Referring to Fig. 2A, the physical picture of an illustrative data 
warehouse computing system 20 is illustrated. In this example, a business enterprise 
21 includes at least one client 26, at least one database server 16, an optional firewall 
19, an optional application server 23, an optional web server 25 and a local area 
network (LAN) connection 41, which are electrically connected as illustrated in Fig. 
2A. 

As generally known in the art, LAN connections 4 1 generally include software 
applications and various computing devices (i.e. - network cards, cables, hubs, routers, 
etc.) that are used to interconnect various computing devices (i.e. - clients 26 and 
servers 16) that are located at a first business enterprise location 29 to form a 
computing network at that location. The term LAN connection 41 , as used herein, 
should be broadly construed to include any and all hardware devices and software 
applications that allows clients 26, servers 16 or other computing devices to be 
electrically connected together so that they can share and transfer data between devices 
over the network. Although not illustrated, other devices and resources, such as 
printers for example, may be connected with the LAN connection 41 so that the 
devices and resources are available to users of the network. Those skilled in the art 
would recognize that various types of LAN connections 41 exist and may be used in 
the present invention. 

For the purpose of the present invention, the firewall server 1 9 is used to isolate 
internal systems from unwanted intruders. In particular, firewall server 19 isolates 
web servers 25 from all Internet traffic that is not relevant to the data warehouse 
computing system 20. In the preferred embodiment, the only requests allowed through 
the firewall 19 are for services located on the web servers 20. All requests for other 
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applications (e.g., FTP, Telnet) and other EP addresses that the data warehouse 
computing system 20 receives are typically blocked by the firewall 19 during operation 
of the data warehouse computing system 20. 

As further illustrated in Fig. 2A, a second business enterprise location 27 may 
be connected with the first business enterprise location 29 using an intranet connection 
33. Those skilled in the art would recognize that various intranet connections 33 exist 
and may be used in the present invention. The intranet connection 33 allows the 
computing resources of the second business enterprise location 27 to be shared or 
connected with the computing resources available at the first business enterprise 
location 29. The term intranet connection 33, as used herein, should be broadly 
construed to include communication devices and software applications as well as 
various other connection devices used to physically interconnect two or more business 
networks. Although not illustrated, several other enterprise locations, each containing 
its own computing resources, may be connected with the data warehouse computing 
system 20 using other intranet connections 33. 

In the preferred embodiment illustrated in Fig. 2 A, the firewall server 1 9 of the 
first business enterprise location 29 is connected with an Internet connection 3 1 to a 
plurality of remote clients 35. The remote clients 35 that are connected to the Internet 
connection 3 1 preferentially access data and communicate with the services of the data 
warehouse computing system 20 through the Internet connection 3 1 using web 
browser applications that are located and running on the clients 35. The Internet 
connection 31 gives the remote clients 35 the ability to gain access to applications, 
information and data content that may be located on the servers 16. 

As used herein, the term Internet connection 3 1 should be broadly construed to 
include any software application and hardware device that is used to connect the 
remote clients 35 and the servers 16 with an Internet service provider (not illustrated) 
that establishes a connection to the Internet. Those skilled in the art would recognize 
that the remote clients 35 and the servers 16 may establish an Internet connection 3 1 
using one of several methods known in the art. For the purpose of the present 
invention, it is only important to understand that the remote clients 35 and servers 16 
are respectively connected with each other through the Internet connection 3 1 . 



In one embodiment, data warehouse computing system 20 includes data 
sources 30, data warehouse architecture 40, development architecture 50, end-user 
access architecture 110, metadata management 130, operations architecture 78, and 
population architecture 140, as illustrated in FIG. 2. Referring to FIG. 3, data sources 
5 30 represent the stores of data collected and stored by operational and transaction 

processing (OLTP) business applications that are the origin of the information required 
for end-user reporting in data warehouse computing system 20. Data warehouse 
computing system 20 generally starts with a single source of data, or the smallest 
number of sources required to fulfill initial reporting and analytical needs, and expands 
10 in an iterative nature to include more source and external systems, as necessary, 
throughout the life of the data warehouse computing system 20. Data sources 30 
p include data such as, data from an enterprise resource planning system 34, legacy data 

fl 36 from other internal systems, and external data 38. Enterprise resource planning 

0 (ERP) systems 34, such as SAP, Peoplesoft and Oracle Applications, have been high- 
Ln 15 priority sources for data warehousing efforts and can have highly complex or unknown 
fri data models, so they often contain specific mechanisms to extract and interpret data. 

* Legacy data 36 is a catch-all term for data sources from non-ERP systems. These 

H system are often older-technology or mature file systems (such as VSAM), and 

1 t 

hj databases (such as DB2, or a networked or hierarchical database such as IMS or 

2 20 Adabas). Data warehouse computing systems 20 are often supplemented by external 

data 38. External data 38 is data from sources external to the organization, such as, for 
example, published marketing and financial databases and reports. These sources are 
sometimes included in later iterations of a data warehouse computing system 20, as 
they often contain 6 nice-to-have' data that can supplement and enhance existing 

25 ' corporate data to improve the benefit of data already captured in a data warehouse 
computing system 20. 

FIG. 4 illustrates the data warehouse architecture 40 of data warehouse 
computing system 20. The data warehouse architecture 40 is defined in discrete 
components which are often designed and built, to a non-trivial degree for large 

30 complex projects, by separate project teams. Preferably, the separate components, 

described below, come together to form a single unifying data warehouse architecture 
40. In one embodiment, data warehouse architecture 40 includes four components, a 



data mart 42, a data warehouse component 44, an operational data store 46, and staging 
48. The data warehouse architecture 40 also includes the physical distribution of data 
and processing, and the hardware and software, to support this data. 

Key to the notion of a data warehouse architecture 40 is that even though a data 
5 warehouse computing system 20 by its nature is a centralized collection of data, there 
are still multiple ways to distribute the data from the data sources 30 to the end-user 24 
to meet the end-user's performance, availability and scalability requirements. The data 
warehouse architecture 40 is formed based on decisions made to determine how data 
should be stored and physically distributed to meet both end-user and operational 
10 requirements. 

Given all the components within the data warehouse architecture 40, there are 
B many ways to move data from the data sources 30 to the end-user 24. These multiple 

SJ 'paths' of data flow exist depending on the types of end-users 24 and their data and 

o 

sjj access requirements. In one embodiment, the data travels from data source 30 to 

j 15 staging 48, from staging 48 to the data warehouse component 44, and from the data 
01 warehouse component 44 to the user. This is the most straightforward path for data to 

u, travel, since the end-users 24 access data directly from the data warehouse component 

~ 44. In another embodiment, the data travels from data source 30 to staging 48, from 

yJ staging 48 to the data warehouse component 44, from the data warehouse component 

Q 20 44 to the data mart 42, and from the data mart 42 to the user. The number and location 
of data marts 42 can vary based on performance, availability and scalability 
requirements of the end-users 24. End-users 24 may access data out of both the data 
mart 42 and the data warehouse component 44, depending on the level of detail that is 
needed from the data. In yet another embodiment, the data travels from data source 30 
25 to staging 48, from staging 48 to the operational data store 46, from the operational 
data store 46 to the data warehouse component 44, from the data warehouse 
component 44 to the data mart 42, and from the data mart 42 to the user. The 
operational data store 46 is used for both operational reporting and staging into the 
data warehouse component 44. The data warehouse component 44 is fed from the 
30 operational data store 46, and potentially from other data sources as well. Any number 
of data marts 42 may exist to support the data warehouse component 44. End-users 24 
can access any one of the operational data store 46, the data warehouse component 44, 




and the data mart 42, depending on the reporting needs of end user 24. The processes 
that extract, transform and load data throughout the data warehouse architecture 40 are 
performed in population architecture 140. Data mart 42 is a grouping of data specific 
to a single subject area, department or user class. Preferably, the data in data mart 42 
is optimized for fast access and analytical reporting, so the data structures will be 
highly summarized and indexed. Using a data mart 42 within a data warehouse 
architecture 40 is not required, and only becomes desirable based on reporting needs of 
the end-user 24. For example, in one embodiment, data warehouse architecture 40 
does not include a data mart 42. However, in one embodiment, data warehouse 
architecture 40 does include a data mart 42. Preferably, data warehouse architecture 
40 includes multiple data marts 42 for a single data warehouse component 44, 
developed in an iterative fashion. Data marts 42 should be fed from a single point of 
collection, namely the data warehouse component 44, for consistent data views 
throughout the enterprise. Feeding data marts 42 directly from data sources 30 runs 
the risk of multiple inconsistent views of the same data throughout the enterprise, as 
well as multiple redundant processes requiring high levels of change and support when 
the data sources 30 or reporting needs change. The data marts 42 can be physically 
implemented in the same piece of hardware, such as a server, as the data warehouse 
component 44, on a piece of hardware separate from the data warehouse component 44 
at the same central site, or distributed regionally at the location of the end-user 24. 
The end-user access architecture 110 will generally dictate the architecture and 
placement options available. 

Data warehouse component 44 is an integrated and centralized data store 
organized specifically for end-user 24 reporting and analytical access. The data 
warehouse component 44 generally consists of enterprise-wide information over 
multiple subject areas, and contains low-level, granular data, kept over long periods of 
time for historical reporting purposes. The data warehouse component 44 must be 
physically optimized to handle high volumes of data and concurrent end-user 24 
access, and is generally lightly indexed and less normalized than data stores found 
within an operational system. As used herein the data warehouse component 40 
represents the sum total of data stores and processes found within the data warehouse 
architecture 40. In complex and high volume environments, the data warehouse 




component 44 will likely consist of multiple centrally located data stores that are 
required to handle integration and summarization of data. 

The operational data store 46 is used to store detailed transactional data in a 
normalized format for operational reporting purposes before being summarized into 
the data warehouse component 44. Using an operational data store 46 within a data 
warehouse architecture 40 is not required. For example, in one embodiment, data 
warehouse architecture 40 does not include an operational data store 46. However, in 
one embodiment, data warehouse architecture 40 does include an operational data store 
46. Preferably, the operational data store 46 is updated on a real-time or near real-time 
basis, sometimes from other operational systems, sometimes from actual user updates. 
The operational data store 46 is created to handle architectural requirements for 
performance, scalability and near-real-time operational reporting. 

Staging 48 is a temporary area in which data is staged for efficient 
transformation and loading into a data warehouse component 44. No end-user access 
occurs within staging 48, and files within staging 48 are generally deleted or 
overwritten when the next batch of data needs to be staged. Staging 48 often occurs 
using temporary 'flat', non-indexed files for use by transform and load processes. 
Architecture issues in designing staging 48 include determining if the staging area 
should reside on the same physical hardware or within the same physical database as 
the data warehouse component 44, or if volumes and loads are heavy enough to 
warrant placing part or all of area on a separate server from the rest of the data 
warehouse component 44. The more data sources and the larger the volumes, the more 
complex staging 48 will become and the more likely more sophisticated storage 
mechanisms for the data, such as using a relational database instead of a flat file, will 
be necessary. 

FIG. 5 illustrates the development architecture 50 of data warehouse computing 
system 20. Development architecture 50 provides a development environment 
framework and associated guidelines that reduce the effort and costs involved with 
designing, implementing, and maintaining an integrated development environment. 
Development architecture 50 takes a holistic approach to the development environment 
by addressing three Business Integration components: organization, processes, and 
tools. Development architecture 50 is the production environment for one or several 



systems development projects as well as for maintenance efforts. We may therefore 
argue that the development architecture 50 requires the same attention as a similarly 
sized end-user execution environment. The purpose of the development architecture 
50 is to support the tasks involved in the analysis, design, construction, and 
5 maintenance of business systems, as well as the associated management processes. 
Preferably, the development architecture 50 supports all the development tasks, not 
just the code/compile/test/debug cycle. It is important to get the development 
architecture 50 right the first time so that changes do not have to be made to the 
development architecture 50 in the future. Changing the development architecture 50 
10 when construction is fully staffed may entail serious disruptions and expensive loss of 
productivity. 

S The development architecture 50 for data warehousing computing systems 20, 

SJ has a few special considerations worth noting: 1) Access to test data from legacy 

iji systems may not be possible without interrupting production systems, and creating 

; 15 new test data may be practically impossible without creating potentially complex 
51 extracts just to have a test bed of data; 2) Building a data warehouse concurrently with 

M= a new transaction system, such as frequently occurs in ERP environments, is a 

challenge, since test data for a source system extract may not exist at all, or may not 
y exist in the volumes necessary to perform a system or performance test; 3) 

□ 20 Development and test hardware must be sized and procured in the same manner as 

production hardware; 4) Dedicated development and test environments may not always 
be available in resource-constrained environments and therefore data warehousing 
projects often share space with other concurrent projects; and 5) Data warehouse 
architectures cross multiple platforms, leading to especially complex development 
25 environments and source code version control and migration of code between 
development, test and release environments is also a challenge, especially in 
environments with heterogeneous platforms in which processing code resides. 

Experience has shown that within the same medium- to large-size project, with 
the same people, moving from a poor to a good development architecture 50, 
30 productivity can be improved by a factor of ten for many tasks. The improvements 
come in two categories: 1) the elimination of redundant and non value-added tasks; 
and 2) the streamlining of useful tasks. While it seems intuitive that most tasks can be 



streamlined, the following list gives a few examples of redundant tasks that must be 
eliminated: 1) analysis to determine how to merge the uncoordinated changes applied 
by two programmers to the same module; 2) re-entry of the source code and retesting 
of a module, which was accidentally deleted; 3) recurring discussions about "what a 
5 design packet should contain" or "what constitutes good programming style in a 
particular context"; 4) repeated design, coding, testing, and maintenance of very 
similar logic (for example, error handling, date conversion and manipulation, main 
structure of a module); 5) searching for the manuals of a particular productivity tool to 
find information; 6) remigration to system test of a cycle, because the impact analysis 
10 for a change request was incomplete; and 7) requesting support from another team (for 
example, environment support, information management) and waiting unnecessarily 
q for a response. On a smaller project, these problems can be solved using a brute force 

" approach. This becomes very expensive as the project grows, and finally impossible. 

rrrm. 

A well-designed development architecture 50 becomes important as the project team 

m 15 reaches 20-30 people and is absolutely critical with a project size of more than 50 

= people. The investment required to design, set up, and tune a comprehensive 

^ development architecture 50 is typically several hundred development days. Numbers 

M 3 between 400 and 800 days are commonly seen, depending on the platforms, target 

ua environment complexity, amount of reuse, and size of the system being developed and 

™ 20 maintained. 

The development architecture 50 includes a common user interface 60, a 
process management tool 62, a personal productivity tool 64, a quality management 
tool 66, several systems building tools 68, an environment management tool 70, a 
program and project management tool 72, a team productivity tool 74 and an 

25 information management tool 76. The purpose of the development architecture 50 is 
to support the tasks involved in the analysis, design, construction and maintenance of 
business systems used on the data warehouse computing system 20, as well as the 
associated management processes. The development architecture 50 provides tools 
and resources that are required for developers to design, build and maintain the data 

30 warehouse computing system 20. 

The common user interface 60 of the development architecture 50 provides a 
common launching place for all of the tools in the development architecture 50 to 




make it integrated and consistent. All of the tools that are used in the development 
architecture 50 are presented to the developer via a single view of the entire 
environment. The common user interface 60 is used by the data warehouse computing 
system 20 to provide a graphical user interface (GUI) to the developer that allows the 
developer to access the tools of the development architecture 50 easily and 
consistently. Applications that support the common user interface 60 are known as 
window managers (e.g., Microsoft Windows, Presentation Manager and Motif). 

The common user interface 60 provides several capabilities to the data 
warehouse computing system 20. As set forth above, the common user interface 60 
provides an interactive and graphical interface to the developer through a client 26. 
Applications that run on the data warehouse computing system 20 are predominantly 
graphical in nature, typically making use of the Windows operating system. As such, 
graphical tools are essential, in that developers of data warehouse computing system 
20 are constantly multi-tasking and therefore windowing systems are the only practical 
way for a developer to manage and coordinate data involved in the development 
process. 

The preferred common user interface 60 is also capable of shielding system- 
level details from developers. This allows developers to pick the service desired by 
selecting it from a menu or an equivalent action on the client 26. As such, the common 
user interface 60 that is used in the development architecture 50 is also capable of 
automating simple details such as naming files and manipulating directories within the 
data warehouse computing system 20. 

Another aspect that the preferred common user interface 60 supports in the 
development architecture 50 is the ability of developers to handle multiple, concurrent 
activities. Developers should not be restricted to a single development task. The 
common user interface 60 allows developers to simultaneously execute multiple 
applications and facilities from a respective client 26 without having to close out or 
end another application on the client 26. 

The common user interface 60 also provides access to files, data, code, and 
tools, for example, based on privileges defined for each user of the data warehouse 
computing system 20. As such, the preferred common user interface includes security 
services to keep unwanted or unauthorized users from accessing files, data, code and 



tools used in the development architecture 50. The common user interface 60 also 
provides interactive, context-sensitive help to the developers on client 26. Architecture 
teams should be encouraged to deliver their API documentation, standards 
documentation and procedures in an online help format. Today's developers are very 
5 accustomed to searching and browsing for answers at the point of need; paper 
documentation is rarely used. 

The process management tools 62 are used to integrate the development 
architecture 50 by providing tool-to-tool communication and work flow management. 
Tool-to-tool communication integrates tools by enabling information, in the form of 
10 short messages, to be passed from one tool to another. As such, the process 

management tools 62 provide structure and control over the development process as a 
p whole (e.g., the methodology, procedures, and supporting processes). As such, the 

~; process management tools 62 provide for deeper integration than just graphical or 

B desktop integration. The process management tools 62 integrate existing and future 

Ul 

Lf| 15 tools, both package and custom; provide inter-tool communications where appropriate, 

%j 

and integrate tools with a development repository, as discussed below. 
* The process management tools 62 implementation may vary greatly in 

H= complexity. At the simple end is a menu system that presents a single end-user 24 

[7j with the recommended development tasks and can launch the tool appropriate for the 

if 20 selected task. At the high end is a custom, complete work flow implementation that 

integrates the efforts of different development groups and enforces the project 

methodology (e.g., it supports the correct sequencing of tasks including reviews and 

signoffs). 

As illustrated in Fig. 5, the personal productivity tools 64 of the development 
25 architecture 50 are applications or groups of applications that are used for 

miscellaneous single-user activities commonly encountered on a project (e.g., writing 
memos, preparing presentations, and performing simple what-if analyses). The 
personal productivity tools 64 are typically applications oriented toward individuals 
rather than teams (i.e., no collaboration is required) and typically consist of 
30 spreadsheet applications, graphic applications, word processor applications and 
personal calendar applications. 
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As set forth above, the personal productivity tools 64 preferentially include a 
spreadsheet application. End-users 24 should have the ability to access and create 
spreadsheet data which is used in each phase of the development process. Spreadsheet 
analysis may be used to analyze reports from a development repository (discussed 
later) to view test data/results, to perform what-if analyses for impact analysis or 
estimating, and to assist in modeling such system aspects as performance. Those 
skilled in the art would recognize that various spreadsheet applications exist and may 
be used in the preferred development architecture 50. Examples of spreadsheet 
applications that may be used include Lotus 1-2-3 and Microsoft Excel. 

The personal productivity tools 64 also preferentially include graphics 
applications. The graphics applications are most commonly used to prepare 
presentations and supporting graphics for documentation. The graphics applications 
may be standalone tools, but are much more useful when they can be integrated 
directly with the repository or at least the spreadsheet package to allow graphical 
presentation of information (such as productivity information and quality statistics). 
Those skilled in the art would recognize that various graphics applications exist and 
may be used in the preferred development architecture 50. Examples of graphics 
applications that may be used include Microsoft PowerPoint, Lotus Freelance and 
CorelDraw. 

Preferably, the personal productivity tools 64 also include a word processor 
application. Word processor applications provide basic forms and utilities that can be 
used (e.g., a form letter or memo template) by developers to document project 
information. Those skilled in the art would recognize that various word processing 
applications exist and may be used in the presently disclosed development architecture 
50. Examples of word processing applications 64 that may be used include AmiPro, 
Microsoft Word, and WordPerfect. 

Those skilled in the art would also recognize the various personal calendar 
applications exist and may be specially designed for use in the preferred data 
warehouse computing system 20. Personal calendar applications allow users to 
manage contacts and record various types of calendar information. The personal 
calendar applications are capable of generating reminders in the form of instant 
messages, E-mail messages, text pages, etc. Those skilled in the art would recognize 




that various features may be included in the preferred personal calendar application 
and are herein envisioned. 

The preferred development architecture 50 also includes quality management 
tools 66. Quality management tools 66 are used to ensure that an agreed-on level of 
quality in the data warehouse computing system 20 is reached. These tools also 
provide information and process for improving quality in the data warehouse 
computing system 20 over time. Quality management tools 66 provide the plan, the 
measurement, and the feedback for improvement to meet the quality objectives of a 
project. Referring to Fig. 9, the preferred quality management tools 66 may be 
selected from the group consisting of quality function development tools 168, 
measurement and metrics tools 170, statistical process control tools 172 and 
continuous improvement tools 174. 

The quality function development tools 168 are developed around the quality 
plan for the project or the organization. As such, those skilled in the art would 
recognize that the exact functions and nature of these applications will vary from 
organization to organization. The preferred quality function development tools 168 
preferentially focus on the quality objectives that are important for a project. These are 
expressed in measurable terms whenever possible. For example, the quality function 
development tools 168 can monitor for reliability (in defects per function point), 
usability (user training or overall productivity), efficiency (use of systems resources), 
and maintainability (cost/time to correct problems and provide added functions). 

The quality function development tools 1 68 can also be used to define input and 
output (I/O) criteria for each development phase. This is typically integrated with the 
development methodology and defines sufficiency criteria for moving from one phase 
of a project to the next. These criteria are important to ensure that all necessary 
documentation for a phase has been created and is of the expected quality before 
starting another phase. This helps reduce rework due to miscommunications or 
misunderstandings. 

The preferred quality function development tools 1 68 are also used to perform 
identification and definition of the types of test, verification, and validation activities 
that are to be carried out during testing of different aspects of the data warehouse 
computing system 20. This includes a description of the activities, what they apply to 



(e.g., validate a functional specification), and when they should occur (e.g., before 
beginning technical design). The preferred quality function development tools 168 are 
also designed to assign specific responsibilities for quality activities. For instance, the 
quality function development tools 168 can be used to determine who is responsible 
5 for reviews and tests of the various development components, who has responsibility 
for configuration management and change control, and who has responsibility for 
defect control and corrective action. For smaller projects, this responsibility may be 
spread across the individual developers or teams; on larger projects, responsibility may 
be assigned to a specific quality team that interacts with the individual development 
10 teams. 

The quality function development tools 168 are also used to reveal, document, 
□ and prioritize the requirements for systems and applications under development that 

-est 

™! are to be deployed on the data warehouse computing system 20. Based on these 

W requirements, it is possible to define meaningful goals for product quality along 

Ul 15 different dimensions (e.g., maintainability, complexity, and performance). 

3=1 The measurement and metrics tools 1 70 are an important part of the quality 

f . management tools 66 because they provide operational definitions of quality attributes. 

M= These applications or functions provide an operational definition for a method of 

j — ; 

hj sampling, testing, and determining whether a work product meets a given criterion. 

g 20 With the operational definitions, different users can use the measurement and metrics 
tools 170 to agree that a product objectively meets a requirement, or that a process has 
been improved by a measurable amount. To fine-tune the development process, it is 
necessary to be able to measure the important quality attributes. These measurements 
will evolve as software engineering matures and the data warehouse computing system 
25 20 expands, but sample items that the preferred measurement and metrics tools 170 
monitor include: the average number of defects per design packet at the moment 
construction starts; the average number of defects per program at the time of its first 
migration to product test; system availability and causes of downtime in the data 
warehouse computing system 20; time needed for a new developer to learn to use a 
30 function of the data warehouse computing system 20; developer error rates per 

function; and maintainability in terms of time to fix a defect or to add new functions to 
the data warehouse computing system 20. 



For the measurement and metrics tools 1 70 to capture this information, the tools 
or applications used to perform a function must provide support for capture of quality 
statistics. For example, the source code management toolset can allow information to 
be specified about reasons for a change, and the stage the component had reached (e.g., 
5 initial construction, product test, and production). This information could be stored 
and placed in a quality statistics part of the development repository for later reporting. 

The statistical process control tools 1 72 monitor and relate to the methodology, 
work flow, and tools usage in the data warehouse computing system 20. As such, the 
statistical process control tools 1 72 ensure that quality gets built into the end product 
10 from the beginning of development. The applications that are designed for the 

statistical process control tools 1 72 preferentially implement standards and procedures 
p pertaining to quality assurance of the process, describe how to use simple tools, such 

J~ as templates and checklists, and document the mandatory outputs from each work 

B process. Other procedures applications can perform include common tasks such as 

U] 

yi 15 design reviews and code reviews. 

si 

^ The continuous improvement tools 174 include applications that capture 

^ feedback on the quality process and can take actions to improve it or notify individual 

N= end-users 24, by e-mail for example, if necessary. The continuous improvement tools 

uj 1 74 also preferentially include applications that can create an electronic suggestion 

y 20 mailbox to receive suggestions from various end-users 24, employees, as well as 

public users of the data warehouse computing system 20. Those skilled in the art of 
programming would recognize that the continuous improvement tools of the quality 
management tools 66 may be used in various applications. 

The preferred development architecture 50 also includes system building tools 
25 68, as illustrated in FIG. 5. The system building tools 68 comprise the core of the 
development architecture 50 and are used to design, build and test the overall 
functionality of the data warehouse computing system 20. As such, the systems 
building tools 68 are an important part of the development architecture 50. The system 
building tools 68 include applications that are used by the development team to capture 
30 the system requirements, the functional design, the detailed design decisions, the 
detailed coding and testing and to manage the resulting (frequently large number) 
components of the data warehouse computing system 20. 



Referring to Fig. 10, the preferred system building tools 68 may be selected 
from the group consisting of analysis and design tools 174; reverse engineering tools 
176; construction tools 178; testing tools 180; and configuration management tools 
182. The system building tools 68 are the core of the development architecture 50 and 
5 are used to design, build, maintain and monitor applications used on the data 
warehouse computing system 20. The analysis and design tools 1 74 are used to 
capture the requirements for the application being developed, to analyze and prioritize 
them, and to transform them into a functional definition and then into a detailed 
technical definition suitable for construction. In other words, the analysis and design 
10 tools 174 help specify "what" a system needs to do, and design tools help specify 
"how 11 a system will implement the "what." In the preferred embodiment of the 
P present invention, the analysis and design tools 174 may be selected from the group 

~! consisting of data modeling tools, process modeling tools, database design tools, 

O application logic design tools, presentation design and modeling tools, communication 

in 

Iff 15 design tools, performance modeling tools and object and component modeling tools, 
ffj The data modeling tools provide the capability to graphically depict the logical data 

f e requirements for the system on the clients 26. Typically, a tool for data modeling 

M= supports diagramming entities, relationships, and attributes of the business being 

£3 

fj modeled on an entity-relationship diagram (ERD). 

20 The process modeling tools provide the capability to depict (preferably 

graphically on the clients 26) the business functions and processes being supported by 
a system of the data warehouse computing system 20, including, for example, tools 
that support documenting process decomposition, data flow, and process dependency 
information. As with the data modeling tools, the main difference in these tools for 

25 data warehouse computing system 20 is the ability to capture the information 

necessary to make process placement decisions. For example, where the process needs 
to occur (on a mobile personal computer, on a personal digital assistant, at a stationary 
workstation), the type and volume of data it requires to perform the function, and the 
type of function (user interaction, reporting, batch processing). 

30 The database design tools provide developers with the capability to capture the 

database design for the data warehouse computing system 20. The database design 
tools enable the developer to illustrate, for example, the tables and file structures that 




will be physically implemented from the logical data requirements. The database 
design tools also capture the definition of data elements, indexing decisions, foreign 
keys and referential integrity rules. The application logic design tools provide 
developers with the capability to depict the logic of the application, including 
application structure, module descriptions, and distribution of function across various 
nodes of the data warehouse computing system 20. A variety of tools and techniques 
can be used for application logic design, including structure charts, procedure diagrams 
(module action diagrams), and graphics packages to illustrate distribution of function 
across the data warehouse computing system 20. 

The presentation design and prototyping tools provide developers with the 
capability to depict the presentation layer of a particular application, including screens, 
windows, reports, and dialog flow. Tools in this category include report painters, ad 
hoc query tools, online analytical processing (OLAP) tools and executive information 
systems (EIS) 

Report painters let the developer use clients 26 to design the report layout 
interactively, placing literals and application data on the layout without specifying 
implementation details such as page breaks. Typical report painters also generate the 
associated application code or a structure in which remaining code can be placed 
during construction. In addition, many window painters provide the capability to 
rapidly prototype user interfaces. 

Ad hoc query tools allow developers to prototype various approaches for 
accessing, combining and summarizing data that may be needed by future end-users 
24. 

OLAP tools allow developers to prototype various ways of combining and 
presenting information in much more sophisticated ways than provided by ad hoc 
query tools. 

EIS tools allow developers to prototype various ways of presenting information 
to executives using very high quality graphics and presentation methods. 

Prototyping tools allow developers to follow a more iterative functional design 
approach, which is important when dealing with developers and users that may be new 
to the GUIs typical of data warehouse computing systems. In addition, given the 
responsive nature of a GUI, prototyping becomes an effective way of clearly 




communicating how the system appears to the end-user 24, by allowing developers to 
view and interact with applications before final implementation. Another aspect the 
prototyping tools provide is enabling developers to rapidly build and modify screens 
and windows. Examples of prototyping tools include Sybase's SQR, Crystal Reports 
by Seagate, Business Objects from Business Objects, Impromptu and Powerplay from 
Cognos, Brio Query from Brio, and DSS Web from Microstrategy.. 

The communication design tools allow designers to specify the contents of an 
exchange and define the "contract" of the exchange in terms of the processing to be 
performed, the expected preconditions, and the handling of error or unexpected 
conditions. The communication design tools can also provide a generation capability 
for the code or common structures required in construction to send and receive the 
message. After the fundamental communication paradigms have been chosen 
(message passing, remote procedure call, structured query language-based), each 
exchange must be specified in detail to take into account the detailed design of the 
sending and receiving modules (clients 26, services, subroutines, functions) and to lay 
the basis for more refined performance modeling. Multiple tier data warehouse 
computing systems 20 can only be built efficiently if the interfaces between the tiers 
are precisely specified. 

The performance modeling tools support the analysis of the system 
performance of the data warehouse computing system 20. An application that 
generates a simple spreadsheet may be suitable in some well-known and understood 
environments, but dedicated performance or simulation modeling applications are 
preferentially used for any applications with high transaction volumes or complex 
multi-tier architectures involving several platforms. 

In data warehouse computing systems 20, the performance of the network is often 
critical. However, it is impossible to guarantee the performance of an application once 
it has passed by an ISP (Internet Service Provider) over an Internet connection to the 
clients 26. Therefore, the preferred performance modeling tool is also able to model 
the performance to the ISP, as well as provide the ability to do "what-if 1 scenarios for 
the network design and security implications. 

The object and component modeling tools provide specific applications for 
creating object and component models that can be used to automate the component 




design process, as well as create and document the component model. Some of these 
tools are also capable of generating code. 

As previously set forth, the system building tools 68 may include a reverse 
engineering tool 176. The preferred reverse engineering tool 176 may be selected 
from the group consisting of a system structure analysis tool, an extraction tool, a 
repository population tool and a restructuring tool. As known in the art, reverse 
engineering is a set of techniques used to assist in reusing existing system 
components-either directly (e.g., code/modules) or indirectly (e.g., design rules or 
algorithms, and record layouts) on the creation of new applications. The reverse 
engineering tools 176 are used to streamline the development process. Although the 
reverse engineering tools 1 76 cannot completely automate the analysis process, they 
can reduce the amount of manual effort needed, and significantly lessen the amount of 
non- value-added automatic activities such as "find all the places in a program that 
affect the value of a given variable." 

The reverse engineering tools 1 76 may include a system structure analysis tool 
that is used by a developer to identify requirements for a new system from the 
capability and design of a legacy system. These applications enable the developer to 
interactively and graphically navigate through the legacy system, analyzing such 
system characteristics as system structure, module flow, flow of control within a 
module, calling patterns, complexity, and data and variable usage. 

The system structure analysis tools can also provide cross-reference listings or 
graphical representations of control or data flows to users on clients 26. These tools 
are most effective when they are used to find and understand the business rules 
implemented by a system (that may no longer be documented) to provide comparable 
features in a new system. Examples include VIA Insight, VIA Renaissance, and 
Compuware PATHVU. 

Referring to Fig. 10, the construction tools 178 of the system building tools 68 
are used to program, or build, applications, client 26 and server 16 source code, 
windows or screens, reports, and databases. Sophisticated tools to support the rapid 
creation of client/server systems and data warehouse systems are readily available. 
These visual programming tools (e.g. Cognos Powerplay or Microstrategy's DSS 
Agent) simplify the creation of 2-tier client/server systems by providing tools and 



01 



27 

languages geared towards user interface development while also providing graphical 
controls that link directly to relational data sources. 

The construction tools 178 are preferentially selected from the group consisting 
of extraction tools, repository population tools, source code editor tools, generation 
5 tools, and compiler/linker/interpreter/debugger tools. 

The preferred construction tools 178 also include an extraction tool. The 
extraction tool, in conjunction with a repository population tool, provides the 
developer with the capability to extract data from a legacy system. The preferred 
extraction tool employed in the data warehouse computing system 20 will read and 

10 extract information from legacy files and databases. The most common information 
the extraction tools extract from a legacy system is data: record or table structure, 
indexes, and data element definitions. In addition, the tool supports the cleansing and 
transformation of data under rules stored in the tool. Example extraction tools that 
could be used include ETFs Extract, Informatica's PowerCenter pr Informix's Ardent 

15 DataStage. 

The preferred construction tools also include a repository population tool. The 
repository population tools load the information from the extraction tools and the 
structure analysis tools into a development repository, which is preferentially located 
on a respective server 16. These tools convert the information from the legacy system 
20 into the syntax of the development repository of the system building tools 68. 

The source code editor tools are used to enter and edit source code for a 
particular application. Typically, editors are provided by an integrated development 
editor (IDE), but many IDEs allow editors to be replaced by popular and more 

25 powerful editors such as Brief. Most editors provide source highlighting and 

integration with online help systems. Within the IDE, the editor is coupled to the 
compiler to provide incremental syntax checking, rapid compilation, and the ability to 
run and test the application without having to leave the editing environment (e.g., C++ 
development environments from Borland, Microsoft, and IBM). 

30 The generation tools are automated tools that generate some component of the 

application: source code, common structures, windows, reports, and the database 
definition. These applications convert the application design into some form of source 




code. Some common types of generation tools include procedural code generator 
tools, shell generation tools, and data design language and data manipulation language 
generator tools. Some extraction tools like ETI's Extract are also generation tools. 

The procedural code generator, also known as source code generators, take a 
pseudo-code specification of a module and generate a module in the appropriate 
programming language. Alternatively, the procedural code may be specified in the 
development repository using the target programming language (this eliminates an 
additional language that would have to be learned by a developer). 

Shell generation tools are used when it is not feasible or desirable to specify 
detailed code within the development repository. As such, a shell of a module can be 
generated with the shell generation tools with markers for where module specific code 
should be entered by a programmer. These markers are frequently encountered in 
window painting tools that can generate the modules required to implement the 
window with all the housekeeping code already in place. Visual C++ from Microsoft 
is an example of a tool that offers such a capability— it generates the shell code for 
windows painted in the environment and allows the programmer to add the business 
logic at specified drop points. 

Data design language (DDL) and data manipulation language (DML) generator. 
Based on the data and access definitions specified in the repository, these would 
generate the schema definition for the appropriate DBMS, and the structured query 
language (SQL) and support code for performing the database I/O. DML generators 
are either custom-developed for a project or may be built on top of general-purpose 
query tools (such as Q&E or report writers). In the latter case, the query tool is used to 
build the query and the resulting SQL is copied into the appropriate module. 

Compiler/linker/interpreter/debugger tools are usually part of an IDE - it is rare 
today to be able to purchase a standalone compiler (the exceptions are midrange and 
mainframe platforms, although products such as IBM's Visual Age are also becoming 
popular on these platforms). 

A compiler/linker converts source code to executable code and packages it into 
a runtime module. Third-generation languages such as C, C++ and COBOL are all 
compiled languages. An interpreter executes the source code directly (or indirectly 



through a pseudo-compiled intermediate representation). Java and Visual Basic are the 

best known interpreted languages, although the latest versions can also be compiled. 

A source code debugger (sometimes known as a symbolic debugger) is used to 

step through a program or module at the source code level (as opposed to the machine 
5 code level). Although commonly used for debugging programs, source code 

debuggers are also effective in supporting component testing, because variables can be 

changed to cause logic to be executed that might otherwise be difficult to simulate 

using external data (e.g., time sensitive logic, logic for handling I/O hardware failures). 

Debuggers are typically included in an IDE. 
10 The system building tools 68 also preferentially include a testing tool 180. 

Testing is the process of validating that the gathering and transformation of 
p information has been completed correctly and to the expected quality level. Testing is 

■~* usually considered the process that makes sure there are no bugs in the code. But in a 

broader sense, testing is about making sure that the data warehouse computing system 
Ul 15 20 does what it is expected to do (i.e., meets the requirements specifications) at an 

acceptable quality level (e.g., acceptable numbers of defects per function point, or 
;\ defects per module). Those skilled in the art would recognize that various testing tools 

H 1 1 80 may be designed and used in the present invention, depending on the needs and 

y requirements of each data warehouse computing system 20. 

S 20 The preferred testing tools 180 include stubs and drivers that are used to test 

various components of an application or architecture before a complete set of 
components is available. These are generally custom-coded as part of the component 
testing effort. Stubs emulate subroutines or external functions in a minimal fashion- 
that is, they basically return with some sample data and the various return code values 
25 (e.g., successful and failed). They are useful for testing a module when the modules it 
calls are not yet ready or available for testing. Harnesses and drivers call up a module 
and emulate the context in which the module will be called in the production 
environment. 

As previously set forth, the preferred system building tools 68 also include 
30 configuration management tools 182. The configuration management tools 182 handle 
the management of components in the data warehouse computing system 20 to ensure 
that the components collectively satisfy the given requirements of the data warehouse 




computing system 20. "Configuration" designates a set of components in a given 
environment satisfying certain requirements. The configuration management tools 182 
ensure that consistency is maintained over time, even with changes to the components. 
The components of the data warehouse computing system 20 are typically hardware, 
system software, and application components (such as source code, executable 
modules, load libraries, database DDL, and scripts or job control language), together 
with their documentation. The development architecture 50 also includes test data, test 
scripts, and other components that must be aligned with a given version of the 
configuration. 

Version control and compatibility of components are key considerations when 
managing components of a data warehouse computing system 20. Version control 
applies to all types of components, not just application components. In case 
incompatibilities are discovered, it must always be possible to "roll back" to a previous 
consistent state— that is, to revert to an earlier version of one of more components. To 
do this, it is necessary to know which versions are compatible. It must be possible to 
define releases of a configuration— a list of version numbers, one for each component, 
which together form a consistent configuration. The configuration management tools 
182 provide this functionality to ensure proper versions of applications are being 
executed on the data warehouse computing system 20. 

In the preferred embodiment, the configuration management tools 1 82 for the 
development architecture 50 preferably include version control tools and migration 
control tools. Version control tools control access to source code and other 
development components as they are developed and tested in the data warehouse 
computing system 20. They typically allow releases to be defined and multiple 
"snapshots" (i.e., the versions of all the components in the release) to be taken and 
maintained to facilitate rolling back to earlier releases if necessary. Examples of 
version control tools include Intersolv f s PVCS and the UNIX Source Code Control 
System (SCCS). 

Migration control tools control multiple versions of source code, data, and other 
items as they are moved across different environments of the data warehouse 
computing system 20. The source code migration control tools manage multiple 
versions of source code to ensure that changes are applied in the proper environment 



and that thoroughly tested modules are subsequently migrated to the next environment. 
Data migration control tools manage multiple versions of the database and its data to 
ensure that accurate data and structure are maintained in the environment and that 
versions of application code and database are deployed consistently. Types of data 
5 that would be migrated include base codes data or other reference data (e.g., a state 
code table or valid order code table) and converted business data. Other migration 
control tools manage other types of system objects to ensure that a complete version of 
all components reside in the production environment (e.g., architecture support files, 
test definitions, and scripts). 
10 In one preferred embodiment, development architecture 50 includes 

environment management tools 70. The environment management tools 70 monitor 
p performance, provide help desk support, manage and distribute changes to the 

~t development architecture 50, administer the environment and track and plan capacity. 

£3 Adopting a structured approach to environment management, applying the same 

y \ 

U| 15 principles to development as to production, has several advantages. It provides high- 
fj^ quality support for developers. In addition, environment management tools 70 can 

* . provide significant experience with the operations management tools in an 

M environment that is generally smaller and carries lower risk than the full production 

(7j environment. Environment management tools 70 facilitate the tuning of the 

~ 20 production support approach before production roll-out. The approach is refined from 
experiences using it to support the development team. 

Referring to Fig. 1 1 , in one preferred embodiment, environment management 
tools 70 include service management tools 184, system management tools 186, 
managing change tools 188 and service planning tools 190. The environment 
25 management tools 70 support different functional and technical requirements of 

development teams, and include tools that support the various stages of the lifecycle of 
an application used in the data warehouse computing system 20. The service 
management tools 1 84 define and manage to an agreed-on level of service, including 
service-level agreements, information gathering to check against the service-level 
30 agreements, and help desk support for the developer community. The system 

management tools 186 manage the development architecture 50. These tools provide 



support for managing security, starting up and shutting down the development 
architecture 50, and performing backups of files and applications. 
The managing change tools 188 are used for making, tracking, and distributing 
changes to the development architecture 50. 
5 The most common type of change is upgrading of software (system, 

architecture, or application), but changes to hardware configurations and network 
configurations must also be supported. The service planning tools 1 90 support a 
capacity planning function for the development architecture 50. The environment 
needs to be monitored and sufficient lead time allowed to support required capacity 
10 changes for shared disk space, server size (e.g., central processing unit size, memory, 
and number of users), network, and workstations (either the number of workstations or 
q the configuration of the workstations). Hardware resource sizing for CPU, memory, 

~ disk and network is a critical component to any data warehouse computing system 20. 

D Hardware is one of the largest expenses within a large data warehouse computing 

y i 

Ln 15 system 20, given the multiple hardware servers and potentially hundreds of gigabytes 
™ or even terabytes worth of data that must be supported. This issue tends to get high 

f visibility at executive levels given the cost and impact on the bottom line. Sizing must 

M= be performed for hardware for development, testing and production. Sizing must 

*7j occur early enough to procure and install the hardware in time to meet development, 

g 20 testing and release timelines. New servers and disks and how these are configured 
generally command the most time and attention. Sizing must also occur with the 
bottom line cost impact in mind. If the organization can not afford or support the 
hardware necessary to meet requirements, scope or user expectations regarding 
performance and availability might have to change. 
25 Referring to Fig. 12, the program and project management tools 72 provide 

many key features that assist project planners in planning, scheduling, tracking and 
reporting on project segments, tasks and milestones. In the preferred embodiment of 
the present invention, the program and project management tools 72 are differentiated 
by the ability to support multiple projects, complex functions and adequate 
30 performance when supporting multiple concurrent projects. The presently preferred 
program and project management tools 72 may be selected from the group consisting 
of planning tools 192, scheduling tools 194, tracking tools 196 and reporting tools 198. 




Those skilled in the art would recognize that depending on the enterprise's operations, 
the programming and project management tools 72 may vary from enterprise to 
enterprise. 

The planning tools 192 are tightly linked with the development methodology. 
The planning tools 192 help in estimating the development effort, defining the project 
tasks and activities, and identifying the type and quantity of resources required (subject 
matter experts, architects, designers). When the planning tools 192 have determined 
estimates and resource requirements, the scheduling tools 1 94 assist in scheduling the 
work, identifying dependencies and critical paths, and balancing (level loading) the 
work across the resources. On an ongoing basis, the scheduling tools 194 also provide 
administration features that allow tasks to be assigned and reassigned as the project 
evolves. 

The tracking tools 1 96 provide a mechanism for members of the development 
team to report time against a particular project plan. This is typically done on a weekly 
or biweekly basis. The reporting tools 198 provide reporting capabilities to reflect the 
status of the project against the plan. In the simplest form, the reporting consists of 
budget and schedule information, such as time spent by member, budget variance, 
schedule variance, estimates to complete, and planned versus actual results. More 
advanced tools can provide information on productivity and efficiency. Most project 
planning and management tools 72 available today provide some capability for each of 
the above. Examples of these tools include Microsoft Project and ABT Project 
Manager's Workbench. 

The team productivity tools 74 are used to make the work cell and project team 
as a whole more productive within the enterprise, as illustrated in FIG. 13. Instead of 
the software residing on the client 26, the team productivity tools 74 are typically 
LAN-based and shared by the project members on clients 26. As such, the team 
productivity tools 74 are typically located on the servers 16. In the preferred 
embodiment of the present invention, the team productivity tools 74 are focused on 
enhancing communication and information sharing within the business enterprise and 
may be selected from the group consisting of E-mail tools 200, teamware tools 202, 
publishing tools 204, group calendar tools 206, and methodology browsing tools 208. 




Those skilled in the art would recognize that several other team productivity tools 74 
may be incorporated into the data warehouse computing system 20. 

An E-mail tool 200 (e.g., Lotus Notes, or Microsoft Exchange) is valuable for 
sharing such dynamic information as design documents, meeting schedules, project 
events, data, and resource availability. Because E-mail tools 200 allow mail to be 
stored, forwarded, sorted, and filtered dynamically, they improve the quality of 
communication; they also speed up the flow of information between users. Those 
skilled in the art would recognize that several E-mail tools 200 may be used in the 
present invention. 

Teamware tools 202 allow groups of people to share information easily. The 
teamware tools 202 typically provide a forum for people with a common interest to 
share information and ask questions of one another. Depending on the desired 
environment, the teamware tools 202 forums may include newsgroups, bulletin boards, 
or databases. What they have in common is the ability to post questions and comments 
and to search through the existing discussion to see whether the information required is 
already present. Like E-mail tools 200, the posting and reading of information takes 
on the look of a mail letter. Unlike E-mail tools 200, however, the "letters" are openly 
available to everyone with access to the bulletin board and are saved for an extended 
period of time. 

The publishing tools 204 allow individuals to create and print anything from 
single deliverables or specs all the way through the complete set of documentation for 
the system. Because documentation may be spread over several hardware platforms, 
and because it may reside in different libraries in different formats and may have to be 
printed using different tools, it is important to ensure that any chosen publishing tools 
204 can inter-operate or integrate to allow aspects such as common headers and footers 
and consecutive page numbering to be handled without overly intensive manual 
involvement. 

The preferred team productivity tools 74 also include group calendar tools 206 
that are used for scheduling purposes and routine calendar tasks. These tools allow 
users to schedule important items, generate reminders of deadlines, and various other 
functions, commonly provided in group calendar tools 206. Those skilled in the art 




would recognize that various group calendar tools 206 may be used in the preferred 
development architecture 50 for the data warehouse computing system 20. 

The methodology browsing tools 208 are used in the team productivity tools 74 
to allow users to browse, from clients 26, various types of documents and files located 
5 on the data warehouse computing system 20 that are associated with the project 

methodology. For instance, viewing the overall development lifecycle, descriptions of 
specific tasks and deliverables, task considerations and other tasks that are related or 
dependent. 

Referring to Fig. 14, the information management tools 76 include a 

10 development repository 214, a folder management tool 210 and a repository 

management tool 212. In one preferred embodiment of the present invention, the 
information and data for applications is stored in the development repository 214 on 
such devices as hard drives, CD-ROMS, and magnetic tapes. However, those skilled 
in the art would recognize that various other storage devices may be used as well. 

15 The information management tools 76 share a common repository of 

development objects, design documents, source code, and test plans and data in the 
development repository 214. Ideally, the development repository 214 would be a 
single database with an all-encompassing information model. The development 
repository 214 is built by integrating the repositories of the different development tools 

20 through various interfaces. Specific tool vendors may also build part of the integrated 
repository by integrating specific products. 

The preferred development architecture 50 also includes a development 
repository 214. The development repository 214 is the communication backbone of 
the development architecture 50, making it easy to share information between people 

25 working on different processes. The development repository 214 stores design, 
construction, and maintenance information, such as window layouts, processing 
specifications, code fragments, and references to source code files. By storing this 
information in the development repository 214, several benefits can be realized in the 
development architecture 50. 

30 The use of the development repository 214 is made an integral part of 

designers 1 and developers' daily activities. The development repository 214 is a tool 
that assists the team, but even simple development repositories 214, such as a well- 




managed set of shared directories on a network server 16 can provide significant 
benefits. The key to success is ensuring that the development repository 2 14 is at the 
heart of the development processes, remaining intact and populated with current 
information. 

By providing a common "template" for the content and format of design 
information, developers can create consistent specifications. In addition, by providing 
a "pool" of common definitions (especially for such low-level objects as data elements, 
table/record definitions, windows, and reports), the development repository 214 
facilitates consistent use and interpretation and, in some cases, reuse. 

For example, by providing a common place for element definitions, and 
including such display information as literals and field size, windows and reports are 
more likely to integrate with the database definition and more likely to display or 
interact with the end user in a consistent manner (field validation, the literal to the left 
of the field, the length of the field). Without this information in the development 
repository 214, it would be up to individual developers to seek out the "common" 
information and apply it appropriately while they define their windows and reports. 
Consistent capture and organization of information makes it much easier for more 
automation (e.g. code generators) to be provided in the future. 

The development repository 214 cannot force reuse to occur, but it is a building 
block on which to start a program of reuse. Because information about low-level 
(elements) and high-level (functions, subsystems) entities is stored in the development 
repository 214, it is a logical place to begin looking for reusable building blocks for 
developers. This reuse commonly happens within a team on a project but can also 
happen across teams within a project and eventually across projects. 

The folder management tools 210 allow users to manage documents and files 
within the development repository 214 of the information management tools 76. In 
addition, the repository management tools 212 monitor and manage the contents of the 
development repository 214. Those skilled in the art would recognize that the exact 
functions of the folder management tools 210 and the repository management tools 
212 will vary, depending on the needs of each particular data warehouse computing 
system 20. 




For other features, advantages and combinations of the present invention refer 
to U.S. provisional application Serial No: 60/176,962, which is herein incorporated by 
reference in its entirety. 

FIG. 6 illustrates the end-user access architecture 1 10 of data warehouse 
computing system 20. End-user access architecture 110 supports the delivery of data 
from the data warehouse architecture 40 to the end-user 24 via an end-user access 
component 112. The end-user access component 112 determines much of what the 
end-user access architecture 110 supports, so the end-user access architecture 112 
should only be defined after the following questions are answered: 1) what types of 
reporting and analysis is required by end-users; 2) what degree of availability to the 
data is required by users; 3) what degree of data detail and data timeliness is required; 
4) how should data be placed throughout the architecture to meet user performance and 
availability requirements; 5) should data be located centrally, regionally and/or on the 
user machine; 6) what mechanisms are required to deliver information to the users 
(i.e., web-based tools, hard-copy printouts, faxes, pager, etc.); 7) what level of security 
is required to access the data; 8) what kind of end-user access components 112 meet 
these requirements; and 9) what are the architectures that these end-user access 
components 112 impose upon the data warehouse environment. 

End-user access components 112 will provide the various reporting, analytical 
and discovery capabilities necessary for users to gain benefit from the data warehouse 
computing system 20. End-user access components 112 should be chosen with a deep 
knowledge of end-user 24 reporting and operational needs, as the end-user access 
components 112 will heavily influence, if not completely dictate, the end-user access 
architecture 110. 

End-user access components 112 include report writer tool 1 14, query tool 1 16, 
analytical tool 118, and knowledge discovery tool 120. Report writer tool 1 14 
generates canned, pre-generated reports. Query tool 1 16 generates ad-hoc queries with 
no or beginner knowledge of SQL required, in a user- friendly and graphic 
environment. Analytical tool 1 18 provides fast and flexible views of data, including 
roll-ups, drill-downs, ranking, averaging, and trending over time. Knowledge 
discovery tool 120 utilizes intelligent data mining and statistical techniques to find 
previously unknown patterns in large amounts of data. End-user access components 




112 provide the mechanisms and architecture to access and display data in an 
understandable and flexible manner to the end-user 24. Some end-user access 
components 112 provide additional storage capabilities, such as providing highly- 
indexed databases or other structures, as found in a data mart 42, for fast and efficient 
access. Data can be stored on the client 26, or as a centralized or distributed 
component of the data warehouse computing system 20, depending on the capabilities 
and architecture of the end-user access component 112. 

FIG. 7 illustrates metadata management 130 of data warehouse computing 
system 20. Metadata management 130 incorporates the collection and publication of 
information about the data itself, that is, both the business meaning and the technical 
characteristics of the data. Metadata management 130 is not any one data store, 
process or architecture. Metadata management 130 has components of a data store, a 
process, and an architecture, and is dependent on the other components within the data 
warehouse computing system 20. Because metadata exists within practically every 
component of the data warehouse architecture 40, metadata needs to be actively 
managed to be properly defined, collected and utilized. 

Metadata is often defined as 'data about data'. Typical examples of metadata 
include file structure definitions, database field names, lengths and standards found in 
a data model, as well as calculations and formulas found in any field-to-field or field- 
to-report mappings. Data warehousing architecture 40 adds new metadata categories 
generally ignored or not tracked in the past, and adds stronger emphasis to metadata as 
being a key contributor to the success of the data warehouse computing system 20. 

Metadata management 130 includes the storage of metadata in a metadata 
repository 134, as well as the management of business metadata 136 and technical 
metadata 132, as illustrated in FIG. 7. The metadata repository 134 may be a bespoke 
repository residing on a relational database management system, or it may be a 
proprietary repository provided by one of the many data warehouse tools vendors, and 
may use proprietary file structures to store the metadata. Business metadata 136 is the 
process that defines and manages the information needed by end-users 24 to be 
confident in the meaning, quality and timeliness of the data. Without this kind of 
information, the most technically robust and high-performing data warehouse 
computing system 20 will not be used to its fullest potential. Business metadata 136 




includes things such as business rules describing what is and is not included within the 
data warehouse component 44, definitions of business hierarchies and KPIs, common 
business definitions and calculations for data elements, transformation and conversion 
rules in business context, source system names and locations, and end-user security 
profiles. Technical metadata 132 is the process that defines and manages the data used 
by the IT support organization to ensure that the data is valid, timely and accurately 
reflects what is being pulled from the source systems. Technical metadata 132 is also 
used for change control, to ease the impact analysis and development effort for future 
modifications and enhancements to the data warehousing architecture 40. Technical 
metadata 132 includes things such as data warehouse field lengths and definitions; 
field-to-field mappings between source and target; query response times; usage of 
queries and aggregation tables; timings of loads, updates, and archives into and out of 
the data warehouse; and timings and verifications of success for batch file transfers. 

Metadata management 130 consists of the processes that perform the definition, 
collection, controls and publication of appropriate metadata to the right people at the 
right time. Determining what kind of metadata should be captured, how it should be 
published, and what degree of integration is necessary are all part of this process. 
Metadata resides in multiple places throughout the architecture. It exists within the 
DBMS tool, the ETL processes and tools, the end-user access tool, as well as any tools 
or custom programs specifically utilized to collect and capture this information into a 
single place. 

There is little way of 'taming ' this large amount of metadata without a 
manageable process behind it. The lack of metadata management 130 may lead to 
metadata that is ignored, over-engineered, over-simplified and/or published in a 
difficult-to-understand format. This in turn could detract from the quality and 
usefulness of the data warehouse component 44 as a whole. 

Before determining the overall collection strategy for metadata, the 
development team must assess metadata requirements. This is not straightforward, as 
typical business sponsors and end-users 24 do not generally think in these terms. It is 
the development team's responsibility to define and determine the scope and 
importance of metadata to be collected before a strategy is put into place. Phrasing 




these requirements in terms the client understands or has used in prior metadata 
collection efforts for legacy systems can be useful in creating and prioritizing this list. 
It is then the development team's responsibility to assign roles and responsibilities in 
the implementation, ownership and maintenance of the metadata. If the requirements 
step is ignored, as it often can be, metadata collection will likely occur in a manner that 
is ad-hoc, minimal, non-integrated, low-tech (i.e. manual spreadsheets instead of 
automated procedures), and potentially, low- value. 

Metadata needs to be defined, stored and accessed in a comprehensive manner, 
just like the data in the data warehouse component 44. The approach to storage and 
access constitutes the metadata collection strategy. A metadata collection strategy has 
the following attributes: 1) Integrated vs. Non-Integrated; 3) Centralized vs. 
Distributed; and 3) Automated vs. Manual. It is up to the project developers and end- 
users 24 to determine the breadth and degree of automation, centralization and 
integration required by the project to capture and publish this metadata. There is no 
one 'right' way or 'best' way to do this, as it will vary greatly on project needs and 
constraints. 

Metadata collection strategies typically consist of one or a combination of the 
following: 1) metadata repositories; 2) decentralized metadata capture; and 3) manual 
metadata collection techniques. Metadata repositories are utilized to integrate 
disparate metadata from multiple sources (tools, databases and processes) via 
automated feeds into a single point of collection. A number of metadata management 
tools are available on the market, but no one tool is sufficient for all requirements. 
This is primarily due to the sheer complexity of metadata management issues, but is 
also a result of a lack of common standards defining common metadata needs, terms 
and syntax. The use of an integrated metadata repository does not frequently occur for 
smaller-scale or tightly budgeted projects, due to cost, complexity and requirements 
not being strong enough to support this complexity. In this case metadata will be 
captured in a decentralized manner, within the tools, processes and utilities that are 
built or bought for the data warehouse architecture 40. However, the metadata will 
exist in individual silos, out of context of other processes. These individual silos will 
likely not be integrated with each other in any fashion 'out of the box 5 unless the tools 
are part of a framework specifically designed for metadata standards across multiple 




tools. Common metadata standards and frameworks, while still in their infancy, have 
been gaining popularity over recent years. 

In the meantime, automated or manual processes can be custom-built to capture 
the key metadata out of database management system 32, the ETL processes and tools, 
and the end-user access components 112. Automated processes to gather and 
centralize metadata in this fashion can be time-consuming to build, and rarely has the 
business case supporting the cost involved. This is why the majority of projects today 
still go with manual metadata collection. Even if centralized and automated methods 
of metadata collection can not be utilized on a project, there are still high-benefit but 
manual-intensive methods of gathering and publishing metadata. Unsophisticated and 
potentially manual-intensive metadata collection and publication is often of high- 
value, and at least is better than nothing at all. 

Referring to FIG. 8, the operations architecture 78 includes the tools and 
support services required to keep the data warehouse computing system 20 up and 
running well. The preferred operations architecture 78 supports a data warehouse 
architecture 40 and a development architecture 50 that are located on the data 
warehouse computing system 20. The operations architecture 78 differs from the data 
warehouse architecture 40 and the development architecture 50 in that the operations 
architecture's 78 primary users are systems administrators and production support 
personnel. In addition, the operations architecture 78 differs from the operations 
infrastructure in that the operations infrastructure represents operations processes and 
organization as well as the technologies and tools. 

As illustrated in FIG. 8, the preferred operations architecture 78 includes a wide 
variety of tool categories. Tool categories cover the spectrum of functions provided by 
the operations architecture 78, which range from software distribution tools 80 to help 
desk tools 104, as set forth in more detail below. The preferred operations tools in the 
operations architecture 78 include a software distribution tool 80, a configuration and 
asset management tool 82, a fault management and recovery management tool 84, a 
capacity planning tool 86, a performance management tool 88, a license management 
tool 90, a remote management tool 92, a event management tool 94, a systems 
monitoring and tuning tool 96, a security tool 98, a user administration tool 100, a 
production control application set 102 and a help desk tool 104. 




The tools set forth above provide visibility and control over the events of a 
distributed environment, which is how data warehouse computing system 20 operates. 
In essence, they can be viewed as the support and control mechanisms for both the data 
warehouse architecture 40 and the development architectures 50. In the preferred 
embodiment, the software distribution tools 80 provide automated delivery to, and 
installation of, applications and systems software on the servers 16 and end user 
devices (e.g., clients 26, kiosks, etc.). This can be for an organization's internal 
computing environment, as well as for its extended one, i.e., its business partners and 
customers. The architectural support required to support the operations architecture 78 
software distribution is largely driven by the number of clients 26, servers 16, and the 
geographic locations to be served. 

When it is unrealistic to use a manual approach to software distribution, an 
organization should consider adding automated software distribution tools 80 to the 
operations architecture 10. Many products from leading vendors such as Microsoft, 
Tivoli, and Hewlett-Packard are on the market today that include or specialize in 
automated software distribution. Systems developers must look for several important 
features, depending on the specific support requirements of the data warehouse 
computing system 20. 

The server 16 component of a preferred software distribution tool 80 enables 
administrators to build distribution packages and to control distribution amongst the 
data warehouse computing system 20. A distribution is a package of related software 
files, data, and installation scripts that form an installable unit. Few significant 
application installations, systems software installations, or even upgrades can be 
achieved simply by sending a single file. Configuration files (e.g., config.sys) and 
system files (e.g., autoexec.bat, login as well as multiple software files for a particular 
application or systems software component, often require changes. In addition, it is 
usually desirable to upgrade multiple applications or combinations of systems software 
and applications in a single distribution rather than performing multiple independent 
software distributions. Bundling software upgrades together also reduces the amount 
of release testing required. 

A distribution is created by selecting the files and scripts, often through a point- 
and-click interface on the client 26 or servers 16, depending on what system is being 



upgraded. The components are then combined into a single file for transmission to the 
respective devices. Some software distribution tools 80 might provide compression 
capabilities to reduce the physical size of the distribution. This is particularly 
important in a WAN environment where line speeds are an issue. 
5 There are multiple approaches to scheduling software distributions. Some 

solutions use a rigid scheduling mechanism that requires all target machines (i.e., 
clients 26 or servers 16) to be powered on at a specified time when the software 
distribution is to occur. This mechanism could be characterized as a "push" strategy, 
where the server 16 performing the software distribution pushes the application to the 
10 client 26 or servers 16 at a specified time. 

A more flexible approach is a pull strategy, where the clients 26 or servers 16 
p check for software updates and pull the software from the designated servers 16 at 

~: log-in time. Thus, when the end-user 24 signs on either in the morning or at some 

Q point during the day, any pending updates are downloaded to the respective clients 26 

Lq 15 or servers 16. When combined with a forced log-off capability, which most networks 
p support, this can effectively mimic the push strategy without the attending problem of 

* some machines being powered off. 

M Neither the push nor pull scheduling approach is sufficient when large numbers 

hj of target clients 26 are involved. Faced with the problem of scale, two alternatives can 

if 20 be used when performing a software distribution on a large scale. One is simply to 

acquire more servers 16 with more copies of the software to be distributed. Of course, 
this is an expensive solution, particularly when these machines are not needed for any 
other purpose. The preferred solution provided by the software distribution tools 80 
involves staging software distribution. Software distribution staging works by sending 
25 a new version of the software in advance of the cut-over date. In effect, the clients 26 
or servers 16 have two versions of the application physically resident simultaneously, 
but only one is in use. The existing software is used until the present cut-over date is 
reached. At that time, the clients 26 portion of the software distribution tool 80 
automatically completes the installation and redirects the user to the new version. 
30 Using this approach, it is possible to selectively download the software update to 
subsets of machines well in advance of the cut-over date, thus eliminating the 
bottleneck. 



An enhancement of staging is the ability to cut over to the new version on the 
receipt of a small command file rather than a preset date. This gives operations more 
flexibility to alter the cut-over date due to unanticipated events. For example, many 
adopters fail to anticipate the requirements of having multiple copies of applications 
5 stored simultaneously when determining the size of the workstation hard disks 
required for the users. 

In one embodiment, software distribution tools 80 used in the operations 
architecture 78 include a client 26 portion as well as a server 16 portion that resides on 
the target machine. The client 26 software is responsible for installation of the 
10 software distribution onto the target machine's hard disk. The first step in the 

installation process is the unbundling (and uncompressing) of the software distribution 
□ into the component files, data sets, and scripts (although the better products will first 

J~ check to see that the required disk space is in fact available). Next, any pre-installation 

S scripts are executed. These scripts may do such various tasks as checking for required 

u i 

Lfi 15 components or adding or modifying lines in the target machine configuration or 
g=j systems files that will be required by the new software (e.g., changing the number of 

: buffers or adding a line to install a necessary driver at startup time). The directories in 

M which the software is to reside are checked or created, and then the actual software 

iTj files are moved into the proper location on the hard disk. At this point a post- 

Jf 20 installation script may be invoked that could include rebooting the machine so that the 
changes to the system and configuration files can take effect. 

Another aspect of the software distribution tool 80 is that it supports error 
handling reporting. When dealing with larger networks of clients 26, errors inevitably 
occur in the software distribution process. There may be insufficient disk space or a 
25 required component may be missing. The preferred software distribution tool 80 is 
capable of reporting errors and taking appropriate actions. Error reporting normally 
takes the form of a distribution log file that records success, failure, or errors 
encountered. In some cases a more active form of error reporting may be required, 
where email messages may be automatically generated and sent to either the 
30 administrator or, in some cases, the affected clients 26. If a fatal error is detected, the 
software distribution tool 80 will reverse any changes made to that point and restore 
the clients 26 to their previous state. 




As illustrated in FIG. 8, the preferred operations architecture 78 includes 
configuration and asset management tools 82. To manage a data warehouse computing 
system 20, one must have a solid understanding of what is located where, and one 
must maintain rigor in the change control procedures that govern modifications to the 
data warehouse computing system 20. Configuration and asset management 
information that the configuration and assent management tools track includes such 
details as product licensing information, warranty information, vendor names, logical 
and physical device information (such as total capacity and current utilization), product 
configuration tracking, software and data version levels, network configuration 
parameters, physical location, and perhaps accounting information. 

In larger data warehouse computing systems 20 an underlying configuration 
and asset management database is used to keep track of configuration and asset 
information in the data warehouse computing system 20. This database becomes a key 
information source for those managing, maintaining, and adding to the data warehouse 
computing system 20. Automatic asset and configuration collection capability is 
included in many vendor solutions, including Open View from Hewlett-Packard (HP), 
and POLYCENTER Systems Census from Digital Equipment Corp. These products 
can be wed to interrogate the data warehouse computing system 20 and discover 
network and computing devices, and collect related information about these devices. 
In addition, these products can perform the needed periodic auditing to detect changes 
to the environment over time - for example, when a client 26 moves a machine or 
installs a network game. Those skilled in the art would recognize that various 
configuration and asset information may be collected and stored about the resources 
using the data warehouse computing system 20. 

Another important and related feature that is provided by the configuration and 
asset management tools 82 is the ability to restore a machine (i.e., clients 26 or servers 
16) to a known or initial configuration for problem resolution. The configuration and 
asset management tools 82 provide facilities for determining the correct initial state for 
a given machine or network device and initiates any software distribution or 
configuration changes needed to bring the device back within compliance. For more 
dynamic data warehouse computing systems 20, where machine and network 
configurations are changing frequently, it is even more important to have an active 




configuration and asset management system. The capability to automatically change 
configurations of a large number of machines and network components or even to roll 
back to previous configuration settings for any particular device becomes increasingly 
important and is provided by the preferred configuration and asset management tools 
82. 

A well-functioning configuration and asset management tool 82 becomes a vital 
information source for conducting impact analysis for any requested changes to the 
data warehouse computing system 20. The frequency with which unexpected negative 
side effects are caused by relatively minor configuration changes to the data warehouse 
computing system 20 has been an embarrassing and frustrating surprise for many 
adopters of the technology. 

Much of the source of these problems relates to the high number of execution 
architecture components and complex interdependencies between them. Another 
problem is the reality that most data warehouse computing systems 20 involve 
numerous independent vendors. Changing even the release level of one systems 
software component may have a ripple effect and may require updates to, or newer 
versions of, additional software components or applications. 

To support this type of impact analysis, dependency information is maintained 
by the configuration and asset management tools 82. For example, version X of the 
Oracle database management system requires version Y or greater of the HP-UX 
operating system and version Z of yet another vendor's Transmission Control Protocol/ 
Internet Protocol product to function properly. It is not uncommon for a user 
organization to wish to return to a previous operating system release to acquire an 
application package that does not yet support the latest operating system version. The 
configuration and asset management tools 82 maintain relationship information so that 
it is not purely guesswork if in fact the proposed version change will break any 
required dependencies of the data warehouse computing system 20. 

The configuration and asset management tools 82 also enforce the appropriate 
degree of standardization across network environments in the data warehouse 
computing system 20. For large data warehouse computing systems 20, where 
thousands of clients 26 are involved, it is not feasible to effectively manage the 
environment if each client 26 has its own unique configuration and combination of 




software products. On the other hand, it is not typically appropriate to give thousands 
of users the exact same configuration if the users perform different functions within the 
organization. For example, users in such diverse areas as sales, product development, 
and human resources are likely to require different computing capabilities. The goal is 
to strike the correct balance between standardization, which simplifies the required 
operations architecture and tasks, and accommodation to each business area's unique 
computing needs. 

Referring to FIG. 8, the preferred operations architecture 78 includes fault 
management and recovery management tools 84. Failure control is important in a data 
warehouse computing system 20. The presence of heterogeneous equipment, however, 
makes it difficult to determine the origins of a fault. Multiple messages may be 
generated within the system from a single fault, making it difficult to separate the 
fault's cause from its effects. 

The fault management services and recovery management tools 84 of the 
operations architecture 78 assist in the diagnosis and correction of system faults in the 
data warehouse computing system 20. Faults may include network-, server- 16, client- 
26, or even application-level faults. Fault diagnosis requires services for isolation; 
viewing of host, server 16 and client 26 error logs; and determining the software and 
data versions and configurations of affected machines. 

The fault management and recovery management tools 84 also include network 
management and diagnostic tools for monitoring and reporting on network traffic and 
failures on the data warehouse computing system 20. Additional diagnostic tools such 
as protocol analyzers may also be included to determine the true source of the problem. 

Another factor to consider in this selection is the choice between integrated 
operations environments (typified by HP's Open View or CA-Unicenter TNG), and 
point solutions that provide only one function. Although most integrated tool sets 
today do not adequately address the full breadth of fault management and diagnostic 
requirements, they can reduce the number of vendors and the complexity of integrating 
these point solutions. 

Recovery capabilities are also included in the fault management and recovery 
management tools 84. Recovery capabilities span the range from those required to 
bring up a client 26 or server 16 after it has failed to those required in the event of a 




major disaster. With critical business applications being rolled out on distributed 
technologies, the recovery of these systems must be easy, quick, and efficient. Loss of 
the data warehouse computing system 20 for even a short period can result in 
significant financial losses to the business. 

A wide variety of recovery tools may be required for fault recovery. These 
range from strictly network-oriented components (for restoring links or reconfiguring 
components) to more systems-level components (for restarting processes on machines 
or restoring databases). More involved tasks, such as the distribution of software fixes 
to clients 26 or servers 16, may require the ability to remotely reboot and reinitialize 
machines, printers, or other network components. Those skilled in the art would 
recognize that the application of the preferred fault management and recovery 
management tools 84 will vary, depending on the needs and requirements placed on 
the data warehouse computing system 20. 

As illustrated in FIG. 8, the preferred operations architecture 78 includes 
capacity planning tools 86. The capacity planning tools 86 focus on individual 
components of an environment such as the network, physical space, and processing 
power to understand the need to change the capacity of those components based on 
organizational changes. The capacity planning tools 86 preferentially include 
applications that monitor a plurality of predetermined system usage levels in the data 
warehouse computing system 20. 

The system usage levels are preferentially selected from the group consisting of 
server processing usage, server bandwidth usage, server storage usage and client 
usage. The server processing usage information relates to the processing power being 
consumed by servers 16 during operation. If a portion of the data warehouse 
computing system 20 uses the Internet, the server bandwidth usage information will 
relate to the amount of Internet traffic that is taking place over the an Internet 
connection with the servers 16 of, the data warehouse computing system 20. The 
server storage information relates to the amount of drive space available and being 
used on the servers 16 of the data warehouse computing system 20. The client usage 
information relates to various items that can be stored about a respective client's 26 
session with the data warehouse computing system 20. 




The capacity planning tools 86 typically focus on components that are 
considered to be heavily sensitive to changes in computing resource usage. The 
preferred capacity planning tools 86 may use historical management data combined 
with estimates for growth or changes to configuration to simulate the ability of 
different system configurations to meet capacity needs. Capacity planning tools 86 can 
sometimes be integrated into a larger integration platform, or they can be standalone 
applications, depending on the needs and requirements of the data warehouse 
computing system 20. 

As previously set forth, referring to FIG. 8, the preferred operations architecture 
78 includes performance management tools 88. The performance management tools 
88 include applications that monitor the performance of computing resources and data 
warehouse applications that are running on the data warehouse computing system 20. 
Performance is an issue that underlies practically every component within the data 
warehousing computing system 20. Performance management tools 88 should be 
designed to assist every architecture described above, in areas such as loads, index 
builds, the transfer of large data files across the network, the response time of user 
queries, and the length of backup and restores, to name a few. Performance is often 
the 'weak link' in the chain that can mean the difference between a successful and an 
unsuccessful data warehouse computing system 20 in the eyes of the end-user 24. Like 
any large complex technical environment, proper gathering of user requirements, 
setting of expectations via service level agreements, performance testing and ongoing 
performance tuning all contribute to proper performance management within a data 
warehouse computing system 20. 

Performance tuning issues are no longer confined to the network or to central 
processing units in data warehouse computing systems 20. Performance tuning needs 
to be viewed in an end-to-end manner, accounting for all the factors that affect the 
performance of the data warehouse computing system 20 relative to a user request 
from a respective client 26. Those skilled in the art would recognize that the particular 
design of applications used in the performance management tools 88 will vary 
depending on the needs and requirements of the data warehouse computing system 20. 

The creation of a customer order, for instance, may involve multiple server 16 
accesses for data and information to be exchanged between the client 26 and the host 



server 16. The performance relative to the entire business event needs to be 
considered, not simply the performance of a single component involved. As such, the 
performance management tools 88 include applications that surround processes 
occurring on the data warehouse computing system 20 that monitor the performance of 
5 devices (i.e., clients 26; server 16) to calculate and provide end-to-end performance 
information. 

The preferred operations architecture 78 for the data warehouse computing 
system 20 also includes license management tools 90. The license management tools 
90 include applications that focus on guaranteeing compliance with software license 
10 agreements for various vendor applications that are used on the data warehouse 

computing system 20. Since the advent of computer networks that allow applications 
Q to be shipped and installed around the network as required, the issue of license 

vj management has become increasingly important. Application vendors have been 

~ experimenting with various licensing strategies, including unrestricted site licenses, 

yj 15 fixed concurrent user licenses, and floating licenses that actually enforce the restriction 
01 on concurrent users. 

^ Independent of these actions by software vendors, large organizations struggle 

to keep a handle on exactly what software products they own and how many copies 
yj they own. They have also been working to ensure that they are in compliance with 

g 20 software licensing agreements while not paying for more copies of software than they 
truly require. As such, the licensing management tools 90 allow administrators to 
monitor and track applications that have licensing requirements to ensure compliance 
with the terms of each respective agreement. 

In addition to guaranteeing compliance with software licensing agreements, the 
25 preferred license management tools 90 are capable of providing license report detailing 
which clients 26 and how many clients 26 are actually using a given software 
application. If, in fact, the license report indicates that the organization has over- 
purchased, it may be possible to realize some savings by reducing software licensing 
agreements, or vice versa. Those skilled in the art would recognize that several 
30 applications may be provided in the license management tools 90 to ensure license 
agreement compliance, depending on the particular applications provided in the data 
warehouse computing system 20. 




As distributed environments allow users more flexibility in terms of where they 
work, the ability of a centralized support group to effectively manage remote clients 26 
has become important. Visibility to the configuration of a respective remote client 26 
is only possible by physically sitting at the workstation and diagnosing problems or by 
accomplishing the same remotely. 

As illustrated in FIG. 8, the preferred operations architecture 78 also includes 
remote management tools 92. The remote management tools 92 allow support 
personnel to "control" an end-user's 24 desktop over the data warehouse computing 
system 20 so that the support personnel do not need to be physically present at a 
particular client 26 to diagnose problems. Once control of the desktop on the client 26 
is established by the remote management tools 92, screen updates for the controlled 
desktop are displayed at both locations. The support person will typically be located at 
another client 26 that is connected with the data warehouse computing system 20. The 
support person is then effectively sitting at the client 26 he/she controls and can do 
necessary diagnostics. 

In addition to problem diagnosis, the remote management tools 92 provide 
visual explanations to user questions. For example, if a user has a question about a 
certain application feature, the support person may remotely control the end-user's 24 
desktop, then walk through the solution while actions are displayed on the screen of 
the client 26. 

The preferred remote management tools 92 are also useful in organizations 
where 24x7 support is required. Rather than requiring support personnel to be 
physically present for all events, they may be able to dial in through the remote 
management tools 92 from home and accomplish the same tasks. The ability to 
perform these tasks remotely can have positive effects on overall support costs through 
a reduction in the amount of time needed to resolve problems. Remote management 
tools may come bundled with an integration platform such as HP Open View or Tivoli 
TME, or they may be purchased as third-party software packages or designed 
specifically for the data warehouse computing system 20. 

The preferred operations architecture 78 also includes event management tools 
94. The event management tools 94 include applications that manage a plurality of 
predetermined events generated by applications or devices on the data warehouse 




computing system 20. The predetermined events may relate to disk space indications, 
central processing unit utilization indications, database error indications, network error 
indications, application error indications and file and print service indications. Those 
skilled in the art would recognize that other predetermined events could be monitored 
depending on the needs of the respective data warehouse computing system 20. 

In addition to hardware devices, applications and systems software generate 
events on the data warehouse computing system 20. Common event-handling 
applications are used to provide information to management in a simple, consistent 
format and to forward on important events for management purposes. Those skilled in 
the art would recognize that events the event management tools 94 are design to 
monitor will vary. The applications that are designed for the preferred event 
management tools 94 preferentially monitor a plurality of predetermined events that 
might occur in various applications on the data warehouse computing system 20. 

The preferred operations architecture 78 also includes systems monitoring and 
tuning tools 96. The number of devices and the geographic disparity of devices used 
in a data warehouse computing system 20 increase the effort required to monitor the 
system. Monitoring is not different for data warehousing than for other applications, 
although it may be more complex. The number of events generated in the data 
warehouse computing system 20 rises due to the increased complexity. Devices such 
as clients 26, network components (software and hardware), and servers 16 generate 
events on startup or failure to periodically report device status. Monitoring will need 
to exist over multiple platforms, both at the operating system and at the database 
levels. Generally, existing client tools and standards can be used to monitor the data 
warehouse computing system 20, although a new data warehouse computing system 20 
could require new toolsets and skills. The monitoring of database usage is important 
but often neglected. This information is necessary to determine the popular 
information being requested out of the data warehouse computing system 20 and to 
identify performance bottlenecks. This information assists in both the ongoing tuning 
of the data warehouse computing system 20 to handle current and future volumes, and 
the assessment of creating new summarization tables or data marts 42 to handle highly- 
requested information. 



The application used in the systems monitoring and tuning tools 96 are 
designed to detect and record predetermined events that occur on the clients 26 or 
servers 16. The predetermined events may be from applications, databases, networks, 
clients 26, servers 16. Those skilled in the art would recognize that the term event 
should be broadly construed to cover any event that can be monitored and recorded in 
the data warehouse computing system 20. 

The security tools 98 include applications that implement a predetermined 
security policy on the data warehouse computing system 20. As illustrated in FIG. 8, 
the operations architecture 78 also include security tools 98. A security policy is the 
set of rules, directives, and practices that regulate how an organization manages, 
protects, and distributes sensitive information on the data warehouse computing 
system 20. A security policy is translated into access control rules that are enforced by 
the security tools 98. 

The preferred security tools 98 of the operations architecture 78 include 
identification tools and authentication tools. The identification tools are used to 
provide an identifier for users of the data warehouse computing system 20. An 
identifier is a piece of data used to uniquely identify an entity in a transaction. The 
identifiers are unique and associate the entity with the identifier. The identifiers are 
issued to entities during part of a registration process that validates an entity's request 
to participate in a system, generates a unique identifier, binds that identifier to the 
requesting entity, and distributes the identifier to the now participant entity. 

Once participating entities have been registered, the authentication tools 
validate the identifier during a transaction. Authentication applications validate that 
the entity requesting access to the resources of the data warehouse computing system 
20, whether that is a human or automated process, is the true owner of that identity. 
Authentication can be performed by three primary methods: by validating what the 
user/entity knows, what they have, or what they are. For instance, validating by what 
the user identity knows may be done by using secret passwords, PIN numbers, credit 
card numbers or mother's maiden name. Validating by what the user has can be done 
using an ATM card, credit card, smart card or a private key stored on an encrypted file 
on the client 26. Validating by what the user is can be done using various biometric 




verification means such as voice prints, iris scan, signature verification and thumb 
scan. 

The preferred security tools 98 provide access control to the data warehouse 
computing system 20. Once the identity has been established, access control rules 
determine what resources the entity may use. Access control is used to permit or deny 
a specific type of use system resources on the data warehouse computing system 20. 
For example, a user may be authorized to access a resource, but only for reading. 
Access control can be used to arbitrate access to files, processes, operating system 
ports, application functions, database tables, portions of a network (such as through 
virtual or dedicated circuits and firewalls), and other types of resources. This is 
preferentially accomplished through the use of Access Control Lists (ACLs) in the data 
warehouse computing system 20. An ACL for a resource specifies the user or group 
and the type of access permitted (read, write, etc.). ACLs may optionally include date 
and time restrictions and program restrictions. 

Another way the security tools 98 can provide access to the data warehouse 
computing system 20 may be through the use of role based access control. Role based 
access control associates a job function/role to a set of resources on the data warehouse 
computing system 20, and then assigns the user to a particular role. So, for example, 
the role of junior bookkeeper may have read and write access to the petty case account, 
but read-only access to the general ledger. The advantage of role based access control 
is that it facilitates the management of access control and prevents users from retaining 
access to data that is no longer needed as they move from role to role. 

Resource access control may be either restrictive or permissive in the data 
warehouse computing system 20. Restrictive resource access control is based on the 
policy that whatever is not explicitly prohibited is allowed. Each of these methods has 
a. use, depending on the requirements of the data warehouse computing system 20. For 
network and firewalls, restrictive access control is commonly used. For most servers 
16, permissive access control is the norm. Those skilled in the art would recognize 
that variations exist on the exact manner in which access control is provided and are 
envisioned. 

The preferred security tools 98 also include auditing tools. Auditing tools are 
used to record accesses to resources on the data warehouse computing system 20, and 




may be implemented at a number of layers, including operating system, database, 
application, middleware, as well as in network devices such as firewalls 24 and 
routers. Auditing is typically implemented in combination of these layers to allow 
reconstruction of events after a security problem is detected. The logs kept by the 
auditing tools are preferentially searchable for known or suspected patterns of abuse, 
and are protected from alteration. Logs can monitor a variety of data, including access 
times, user Ids, locations, actions the user performed, and whether or not those actions 
were successfully completed. 

The preferred security tools 98 may also include integrity tools. Integrity refers 
to the property that any system must have if it is to protect itself and enforce its 
security policy. During operation, the integrity tools protect the data warehouse 
computing system 20 from buffer overflows, faulty parameters, or attacks on 
improperly-configured network ports have failed to meet the integrity requirement. 
The integrity tools also protect the data warehouse computing system 20 from viruses. 
Viruses constitute what is probably the best known attack on integrity in a data 
warehouse computing system 20. 

The preferred security services 98 also includes cryptographic tools. Public key 
cryptography is one of the most important enabling technologies in the data warehouse 
computing system 20. The cryptographic tools ensure that messages are accessible 
only by those properly authorized, even when they traverse insecure networks. The 
term "message" broadly refers to an e-mail dispatch, or the more dynamic transactions 
of web sessions between clients 26 and the server 16. The cryptographic tools also 
ensure that a message is actually sent by the purported sender. Further, the 
cryptographic tools check for integrity to provide assurance that the message has not 
been modified in transit and also ensures that a sender cannot disavow a message. 

The preferred cryptic tools use keys to encrypt communications. There are two 
types of keys used in the preferred data warehouse computing system 20. A secret key 
is one type of key that is used and a key that is shared between two entities in a 
transaction. Because the same key is used to encrypt and decrypt data, this is referred 
to as symmetric key encryption. In order for the parties to communicate, they must 
establish the secret key in advance, using a secure channel. The most common 
implementation of a symmetric key algorithm is the Data Encryption Standard (DES). 




A public/private key pair or asymmetric key is the second type of key that is used and 
uses a pair of keys to encrypt and decrypt messages. Messages encrypted using one of 
the keys can only be decrypted with the other key. Each party possesses a pair of keys, 
one public key accessible to all participants in the system, and one private key 
accessible only to the party that owns it. The most common implementations of public 
key algorithms are supplied by RSA Data Security, Inc. In the most basic 
implementations, data is encrypted by the sender (i.e., client 26 or server 16) with the 
public key of the recipient (i.e., client 26 or server 16) and decrypted by the recipient 
with their private key. 

Although public key cryptosystems do not require users to share a common 
secret key, key management is still a serious problem. Public key systems require a 
binding between a specific public/private key pair and an entity that is participating in 
the system. When using a public key to protect information destined for a specific 
entity, the user assumes that the public key he or she uses is really the one belonging to 
the entity. As such, in the preferred embodiment of the invention this, binding is 
assured through the use of a trusted third party (TTP), called a Certificate of Authority, 
or CA. 

Recall that the method for transmitting a message using public key 
cryptography is to encrypt the message with the receiver's public key. The benefit is 
that a user's public keys can be sent as clear text, or even published in a directory. So, 
if Alice wants to send a message to Bob, but is tricked into using Eve's public key, 
then Even will be able to intercept the message. (Eve can then, if she chooses, re- 
encrypt the message using Bob's actual public key, and neither Alice nor Bob will be 
the wiser.) In a data warehouse computing system 20, which is in effect a global 
network lacking face-to-face contact, users must be assured they are using the right 
key. The CA provides this in the preferred data warehouse computing system 20. 

The CA serves a function analogous to that of a passport or drivers license in 
the data warehouse computing system 20. The CA binds public keys to users and 
services similar to the way a passport agency issues you a passport that ties your name 
and relevant personal information to you with a picture. CAs deliver public keys 
through the use of certificates which are preferentially compliant with the X.509 




standard. The CA will publish information to a directory, which contains an entry for 
each entity with a certificate. 

Public key cryptosystems provide transaction authentication through the use of 
digital signatures. Digital signatures are created by the application of a hash function 
to a piece of data (e.g., a message). This message hash is then encrypted with a 
sender's private key. The message recipient can use the sender's public key to decrypt 
the message hash, and rerun the hashing algorithm to make sure the hash has not 
changed. If the two hashes match, the sender has been properly authenticated. Note 
that for authentication, the pattern of public/private key use is the reverse of that for 
confidentiality. For confidentiality, the sender encrypts with the receiver's public key. 
To provide authenticity, the senders encrypt with their own private key. 

The preferred cryptographic tools also include certification services that support 
activities needed to verify that the certificates are properly used, to ensure the 
authenticity and confidentiality of communications and stored data. Key recovery 
services are also provided under the cryptographic tools. Data encrypted under a 
public key cannot be recovered without the private key. If the private key is rendered 
inaccessible (through file corruption, token destruction, or failure), it is essential that 
the cryptosystem owner/operator provide a means for recovering that data. As such, 
the key recovery services allow private keys to be recovered in case the private key is 
lost or damaged. 

The preferred cryptographic tools also include revocation services. In any 
public key cryptosystem, keys will eventually be compromised, either because they are 
lost or stolen. The revocation services allow users to notify an administrator if their 
keys are compromised, to disseminate the list of compromised keys to all participating 
entities, and to issue new keys to replace compromised keys. Since public key binding 
is typically carried out using X.509 compliant certificates, this process may also be 
referred to as certificate revocation. 

As illustrated in FIG. 8, the preferred operations architecture 78 also includes 
user administration tools 100. The data warehouse computing system 20 introduces 
many new challenges to the task of user administration. Adding an end-user 24 to the 
data warehouse computing system 20 may require adding end-user 24 to the network, 
one or more server 16 operating systems, one or more database systems (so that the 
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user can access data), an e-mail system, and an existing host-based system. In some 
cases, the addition of an end-user 24 may require entries to be added to several 
individual system components. The preferred user administration tools 100 allow an 
administrator to add end-users 24 to the data warehouse computing system 20 in an 
5 orderly and automated fashion to eliminate the problems encountered when adding 
end-users 24. The preferred user administration tools 100 also allow the administrator 
to delete end-users 24 from the data warehouse computing system 20. Unless careful 
records are kept, it can be very difficult to determine to which machines, databases, 
and applications the end-user 24 had been added originally so that this information can 
10 be deleted. From an administration standpoint this may seem to be only a headache, 
but from a security standpoint it represents a substantial risk. The preferred user 

~ administration tools 100 keep track and allow the deletion of end-user 24 to be 

^ accomplished in an orderly and automated fashion. 

B Most user administration products on the market today focus on the operating 

Uj 

m 15 system aspect of the problem (adding user access to the server, setting file permissions, 
pj group associations). Although these solutions are certainly helpful, they do not cover 

5 many of the more difficult user administration challenges such as database access, 

y* e-mail, and networking software. Each of these products often comes with its own 

jTjj administration tools which may simplify the individual administration tasks but do 

jbf 20 little to help with providing an integrated user administration approach. The preferred 

! 5 

user administration tools 100 provide an integrated approach to handling the types of 
access that users are granted to the data warehouse computing system 20. 

An alternative approach to the user administration tools is to implement a single 
sign-on (SO) application in the data warehouse computing system 20. These 

25 applications are meant to eliminate the need for end-users 24 to remember user names 
and passwords to all of their business applications. The first time end-users 24 log in, 
end-users 24 enter a user name and password into the SSO application which then 
automatically logs into applications through a scripting process. An advantage to this 
approach is that through implementing SSO, a database that maps users to the 

30 applications they access is created. This significantly simplifies user administration, 

and can increase security as well. A key drawback to SSO applications is failover. If a 




SSO server fails, users cannot access applications as they do not remember passwords 
to all their applications. 

The preferred operations architecture 78 also includes production control 
application set 102. In distributed environments, processes may be taking place across 
the entire system on multiple platforms in either a parallel or a serial fashion. Batch 
dependencies may be required across platforms, and multiple time zones may be 
involved. In addition, many non-mainframe-based applications do not provide 
production scheduling capabilities included with the application. For these reasons, 
scheduling processes across the data warehouse computing system 20 can be quite 
complex, requiring significant management effort to ensure that the processes run 
smoothly. The preferred production control application set 102 includes print 
management tools, file transfer and control tools, mass storage management tools, 
backup and restore tools, archiving tools, and system startup and shutdown tools that 
ensure that processes run smoothly on the data warehouse computing system 20. 

The print management tools include applications that handle printing 
documents on the data warehouse computing system 20. The file transfer and control 
tools handle the transferring of files from one location to another location in the data 
warehouse computing system 20. The mass storage management tools monitor and 
control database files and various other kinds of data files that are stored in the data 
warehouse computing system 20. 

The backup and restore tools are used by the data warehouse computing system 
20 to backup and restore files that are used on the data warehouse computing system 
20. Backup and restoration processes become more complex in a distributed 
environment as business-critical information becomes distributed across the data 
warehouse computing system 20. Backup strategies used coordinate information 
across the data warehouse computing system 20 and determine where the backup copy 
or copies of information will reside. As with centralized computing environments, 
restoration processes are directly dependent on how backup was performed. A single 
restore process no longer suffices. Depending on a particular fault, restoration services 
may only need to be performed for a portion of the data warehouse computing system 
20, while the rest of the data warehouse computing system 20 stays up and running. 
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Timely backups and restores of the data warehouse computing system 20 are 
arguably the most important operational activity for the data warehouse computing 
system 20. Backup and restore procedures must meet user and business requirements 
for frequency of execution and speed of recovery. Backup and restore procedures 
must also be carefully designed to handle high volumes of data typically found in a 
data warehouse computing system 20 while meeting user availability requirements, 
scaling for future growth, and minimizing performance impact. 

Backup procedures will need to be highly parallel for large data warehouses 
computing system 20 to minimize execution time and impact on users. These 
procedures will need to pull data out of multiple database tables and/or databases to 
multiple backup drives concurrently. Many data warehouse computing systems 20, 
especially those with global end-users 24, are backed up on-line so end-users 24 need 
not be removed from the data warehouse computing system 20. Also important is 
minimizing the length of the recovery window, and ensuring that a restore can occur 
within a reasonable timeframe. If data becomes corrupted in a large data warehouse 
computing system 20, there are many steps that need to occur to perform a restore. 
Data from the backup media must be reloaded into the database, updates since the last 
backup applied, and indexes rebuilt. Any of these steps could take days for hundreds 
of gigabytes worth of data without high levels of power and parallelism. 

The archiving tools include applications that are responsible for archiving files 
on the data warehouse computing system 20. The issues surrounding archiving are 
quite similar to those surrounding backup. The archiving tools place limitations on the 
amount of information that may be archived on the data warehouse computing system 
20 as a result of the space limitations on servers 16 and clients 26. Additional 
problems are created with archiving in a distributed environment, because users have 
no incentives to perform housekeeping tasks on their devices. Depending on the users 1 
ability to store information on the clients 26 or on the server 16 the clients 26 may 
become cluttered with seldom-used files. Lack of space may affect other processes 
that need to take place on these devices, such as software and data distribution. The 
preferred archiving tools solve these problems by providing regular archiving 
procedures that automatically archive a predetermined set of files. 



Archiving is an important, but often neglected operational activity within a data 
warehouse computing system 20. The data warehouse computing system 20 should 
not keep data indefinitely, given the cost of the additional disk storage, and the 
potential complexity and performance impact of having to continually backup, index 
and maintain excess detailed data. The backup procedures can be slightly modified to 
archive old and stale data from the data warehouse computing system 20 to an off-line 
storage device. 

The archiving process is driven by user requirements for how long data should 
be kept on-line, how long it takes for archived data to be restored from off-line storage, 
and how long off-line data should be kept before being erased. Often there is not one 
blanket requirement - there can be multiple archiving requirements depending on the 
level of detailed data, the subject area, or both. 

Referring to FIG. 8, the preferred operations architecture 78 also includes a 
help desk tool 104. The data warehouse computing system 20 puts the operations help 
desk tools 104 closer to the "end user" in terms of visibility and influence. The help 
desk tools 104 are integrated with the business processes being supported through the 
data warehouse computing system 20. If the help desk tools 104 are well integrated 
with the business process, there is risk, that the user may be given incorrect 
information, be forwarded to the wrong department, or otherwise mishandled. It is 
also important that the information collected by the help desk tools 104 about a user be 
properly shared with other stakeholders in the business process, which is also provided 
by the preferred help desk tools 104. 

The preferred help desk tools 104 turn web browsers on the clients 26 into 
interactive clients of the help desk with the power to enter, query and modify help desk 
requests. The preferred help desk tools 104 allow users to directly perform most of the 
help services provided by the help desk tools 104 without assistance from the help 
desk staff As such, the preferred help desk tools 104 are capable of providing 
automated assistance to users on the clients 26. 

Another key function provided by the help desk tools 1 04 in the data warehouse 
computing system 20 is for users to more effectively support themselves. In Internet 
environments, it is usually prohibitively expensive for a service provider to provide 
interactive help desk support to all interested Internet users. This is due to potential 



volumes of support requests as well as the diversity of technical environments that 
could be encountered. Consequently, it is often more reasonable to provide Internet 
users with access to the required applications of the help desk tools 104. In the 
preferred embodiment, the preferred help desk tools 104 include a download site where 
patches, drivers, and self-help support materials are available. 

The help desk tools 1 04 also use metrics to measure the performance of support 
personnel that consider interactions via e-mail or video. An example metric might be 
the "number of e-mails answered per hour." In addition, existing metrics may need to 
be refined to fairly reflect data warehouse characteristics. Those skilled in the art 
would recognize that several metric values can be monitored and kept track of by the 
data warehouse computing system 20. 

The preferred help desk tools 104 are available continuously in the data 
warehouse computing system 20. In addition, in data warehouse computing systems 
20 there may be additional complexities of help desk operations introduced by global 
interactions. For example, the preferred help desk tools 104 support web page 
generation and e-mail support using multiple languages. Those skilled in the art would 
recognize that the applications used in the preferred help desk tools 104 will vary 
depending on the needs of each particular enterprise. 

Referring to FIG. 8, in one embodiment the operations architecture 78 includes 
transport tools 106. The transport tools 106 move data between physical data servers 
16. The transport tools 106, an overlap with the population architecture 140, is usually 
part of the job stream that performs file transfer, control and scheduling. Some data 
movement and transformation software incorporate transport logic into their 
processing, for example, to perform compression, conversion (e.g., EBCDIC to 
ASCII), messaging, reconciliation of record counts, or file transfer. 

As set forth above, the operations architecture 78 consists of different 
operations tools that focus on different functions, such as the help desk tools or fault 
management and recovery management tool 84. Each tool introduces a predetermined 
set of operations services such as core management logic and event generation. 
Although product selection decisions are often based on the functions that a product 
provides, true integration of these tools into a cohesive operations architecture requires 
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a service-based view, rather than a functional view and many specialized applications 
to integrate the tools. 

It is therefore important to consider the services provided by the operations 
architecture tools when selecting operations tools. The services provided by the 
operations architecture 78 are core management logic, integration platform, event/data 
generation, event processing, and repositories. 

The core management logic services apply business roles to management data. 
Core management logic is typically specific to the function being served by an 
operations tool. For example, core management logic of a backup/restore application 
of the production control application set 102 would initiate a backup process based on 
the time of day information it receives from a system clock. Core management logic 
receives data from event/data generation, event processing, and repositories services 
and then sends data for presentation or to repositories services. In addition, core 
management logic often polls the event/data generators for information. 

The integration platform services provide a common platform for the tools of 
the operations architecture 78. At the lowest level this means common standards, 
interfaces, message formats, and file logging forms to be used with all the tools. 
Though the integration platform can be homegrown, these applications are growing 
extremely complex, suggesting the use of one of many available third party integration 
platforms. 

There are two types of third party platforms available. The first group are 
framework type products such as HP Open View, CA-Unicenter TNG, and Tivoli 
Management Environment. These products are modular. Each module within the 
suite can be run separately; however, they all conform to a common framework which 
allows for greater compatibility, integration and better performance. The second type 
of integration platform is point-solution oriented. Products like Boole and Babbage 
implement this approach which typically results in best-of-breed solutions for various 
management solutions, but a larger amount of integration work between tools is 
required. 

The event/data generation services interact with all the managed components in 
the execution and development environments in order to produce the required 
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management information. The output of event/data generation services is actual raw 
management data that can then be processed and acted upon. 

The event processing services manipulate the raw data obtained by event/data 
generation services into a form on which operations personnel can take action. This 
service may perform several functions such as event filtering, alert generation, event 
correlation, event collection and logging, and automatic trouble ticket generation. 
When management events are generated, event filtering mechanisms constantly 
compare predetermined event thresholds to current management events to determine 
the need for a management alert. If the threshold is exceeded, the event filtering 
function takes a specific action based on predetermined rules. When an event filter has 
noted the need for an alert, the alert generation function creates the proper notification. 
This may take one of several forms; a page, an email, a display change (icon changes 
color to red), etc. 

Event correlation functions use logic to tie different events together with the 
intention of understanding potentials causes of problems. For example, nightly 
processing utilization shortages may be tied by event correlation functions back to a 
nightly batch job. It may be determined that historical analysis of management events 
is important. If so, the collection and logging of management events into repositories 
is important so that reporting and correlation activities can be performed at a future 
time. Automated trouble ticket generation. For certain events, it may be desirable for 
trouble tickets to be generated automatically in an organization's help desk system so 
that action can be taken. 

The repository services contain all the management data generated or used 
during the management process. This data includes historical data, capacity data, 
performance data, problem knowledge bases, asset databases, solution sets, and 
management information bases (MlBs). 

The preferred operations architecture 78 consists of a set of tools that allow 
administrators to effectively manage a distributed environment. For other features, 
advantages and combinations of the present invention refer to U.S. provisional 
application Serial No: 60/156,962, which is herein incorporated by reference in its 
entirety. 



Thus, there has been disclosed in accordance with the invention, a data 
warehouse computing system that fully provides the advantages set forth above. 
Although the invention has been described and illustrated with reference to specific 
illustrative embodiments thereof, it is not intended that the invention be limited to 
those illustrative embodiments. Those skilled in the art will recognize that variations 
and modifications can be made without departing from the spirit of the invention. It is 
therefore intended to include within the invention all such variations and modifications 
that fall within the scope of the appended claims and equivalents thereof 



